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1 ITACIHOPT KOMIIVIEKTA KOHTPOJIbHO-OHEHOYHBIX CPE/ICTB

1.1 O6nacTr npuMeHeHHUs
KoMIIeKT KOHTPOJIBHO-OLEHOYHBIX CpPEJICTB IPEJHA3HAYEH [UIsl OLICHKU PE3YJIbTATOB
ocBoeHHs npodeccuonanmpbroro moayas [IM.07 CoaaMuHUCTpHpOBaHKWE U aBTOMaru3auus 0a3
JaHHBIX W cepBepoB 1o cnenuaibHocTd  09.02.07 «MHpopManmoHHbIE CHCTEMbI M
NPOrpaMMHPOBAHUE».
1.2 Onucanue npoueaypsl OlleHKU U CUCTEMbI OLIEHUBAHUSA
®onp oneHounbIx cpeacts (POC) npeacrasisier co00i COBOKYITHOCTh KOHTPOIHPYIOLIIX
MaTepHalioB, BKIKOYAKOLIIUX KOHTPOJIbHO-OLEHOYHBIE CPEICTBA ISl IPOBEICHUS TEKYILIEro U
POMEXKYTOUHOTO KOHTpoJs mo [IM.07 CoaaMHUHUCTpHPOBAHUE U aBTOMATH3AIMs 0a3 TaHHBIX
Y CEpPBEPOB
IIpu pa3paboTke OIEHOYHBIX cpeacTB yureHel TpeboBanus PIOC CIIO 1o
crenuaibHoctd 09.02.07 «AHpopManuoOHHbIe CHCTEMbI M NMPOrPAMMHPOBAHHE», B YAaCTH
[IM.07 CoanMUHHCTPUPOBAHUE U ABTOMATH3AIMS 0a3 TaHHBIX U CEPBEPOB.
Kommext KOHTPOJIbHO-OCHOYHBIX CPCACTB MO3BOJIACT OLICHUBATH 0611II/IC nu HpO(beCCI/IOHaJ'IBHI)IC
KoMmreTeHu , Gopmupyembie B pamkax moayis [IM.07 CoaaMUHUCTpUpPOBAHKE U aBTOMATHU3AIUS
0a3 JaHHBIX U CEPBEPOB

Kon HaumeHnoBaHue 001X KOMIIETeHIM I

OK'1 Bei0upate ciocoOs! perieHus 3a1ayd npo(eccuoHaNbHON NesITeIbHOCTH,
MPUMEHUTEIHHO K Pa3JIMYHBIM KOHTEKCTAM

OK 2 Ocy1ecTBIATh NOUCK, AaHATU3 U HHTEPIPETaLni0 HHPOPMALIUU, HEOOXOAUMON 115t
BBITTOJIHEHUS 32124 TPO(ECCHOHATBHON IeATEIIbHOCTH

OK 3 [TmanupoBaTh U peaTn30BbIBATH COOCTBEHHOE POPECCHOHATHLHOE W TMYHOCTHOE
pa3BUTHE

OK 4 [InanupoBaTh U peain30BbIBaTh COOCTBEHHOE NPO(ECCUOHATIBHOE U TMYHOCTHOE
pa3BUTHE

OK 5 [TmanupoBaTh U pean30BbIBATH COOCTBEHHOE POPECCHOHATHHOE U THMYHOCTHOE
pa3BUTHE

OK 6 [TposBIATE TpakJaHCKO-TIATPHOTHYECKYIO MO3UIHIO, IEMOHCTPHPOBATH OCO3HAHHOE
MOBEJICHHE HAa OCHOBE TPaIMIIMOHHBIX O0IIEUEI0BEYECKUX IEHHOCTEH

OK 7 CopelicTBOBaTh COXPAHEHUIO OKPYKAIOIIEH CPeJIbl, pECypcocOepexeHHIO,
3¢ hEKTUBHO AEHCTBOBAThH B UPE3BBIYANHBIX CUTYALIUSIX

OK 8 Hcnonb3o0Bath cpecTBa GU3NYECKON KYIbTYPBI AJI1 COXPAHEHUS U YKPEIUIICHUS
3JI0pOBbsI B IIpo1iecce Mpo(ecCHOHANBHOM AeSTETbHOCTH U TOJIeP/KAHUS
HE00X0MMOT0 YPOBHS (PU3HUYECKON TTOATOTOBICHHOCTH

OK 9 Vcnonp30BaTh HHPOPMALIMOHHBIE TEXHOJIOTMH B IPOPECCHOHATBHOMN e TeTbHOCTH

OK 10 [Tonp30BaTbes NpodeccnoHanbHOM TOKYMEHTAlUeH Ha TOCY1apCTBEHHOM U
WHOCTPAHHOM SI3BIKE

OK 11 [TnanupoBaTh NpepPUHUMATENBCKYIO AEATENbHOCTh B IpOodecCHOHATIBHOM chepe

Koxn HanmeHnoBanue npogecCHOHAIBHBIX KOMIIETEeHIHH
B/l 7 Coaomunucmpuposanue 6a3 OAGHHBIX U CEPBEPOE

IIK 7.1 BrIABIIATH TEXHUUYECKHE MPOOIEMBI, BO3HUKAIONIUE B TIPOIIECCE IKCIUTyaTaIluy 0a3
JIAHHBIX U CEPBEPOB

[IK 7.2 | OcymiecTBisTh aIMUHUCTPUPOBAHHE OTICIBHBIX KOMIIOHEHT CEPBEPOB

[IK 7.3 | ®opmupoBaTh TpeOOBaHMS K KOHPUTYpAIMH JOKATbHBIX KOMIIBIOTEPHBIX CETEH U
cepBepHOro 060py0BaHMs, HEOOXO0IUMBbIe JIsl paboThl 6a3 JaHHBIX U CEPBEPOB

IIK 7.4 | OcymiecTBiiTh aAIMUHUCTPUPOBaHKE 06a3 JTaHHBIX B paMKax CBOEH KOMIETEHINH

[IK 7.5 | IIpoBoauTb ayauT cucTeM 0e30MacHOCTH 0a3 JaHHBIX U CEPBEPOB, C
HCIIOJI30BAHUEM PETJIaMEHTOB MO 3alUTe HH()OPMAIIH.




dopmupyembie THYHOCTHBIE PE3YIIBTATHI B X0/Ie OCBOSHUS 00IIe00pa30BaTeIbHOM
mucourumnael: JIP 04, JIP 07, JIP 10, JIP 15, JIP 16, JIP 17.

B pesynbrare ocBoeHMs mpoecCHOHATBHOTO MOJIYJISL CTYJEHT JTOJKEH

Nmetn B y4actuu B coaJIMUHUCTPUPOBAHUM CEPBEPOB; Pa3pabOTKE MOTUTUKY OE30MTaCHOCTH

npaktraeckuii | SQL cepBepa, 6a3bl TaHHBIX U OTACILHBIX 00BEKTOB 0a3bl NaHHBIX, IPUMEHEHUH

OTIBIT 3akoHoaTeNbeTBa Poccutickoit Menepaniu B 001aCTH CEPTUDUKAITUY ITPOTPAMMHBIX
CpelCTB MH(POPMAIIMOHHBIX TEXHOJIOTUN

yMeTh MPOCKTHPOBATh U CO3/1aBaTh 0a3bl JAHHBIX; BBITIOIHATH 3aIIPOCHI IO 00paboTKe

JAHHBIX Ha s3bIKe SQL; oCymecTBIsATh OCHOBHBIE (DYHKITUH 110 aIMHUHUCTPUPOBAHHIO
0a3 TaHHBIX; pa3padaThIBaTh MOJUTHKY Oe3omacHocTr SQL cepBepa, 0a3bl NaHHBIX H
OTJICNBHBIX 00BEKTOB 0a3bl JAHHBIX; BJIAJACTh TEXHOJIOTUSIMH MPOBEICHUS
cepTurKanruy IPOTPaMMHOTO CPEICTBA

3HATh MOJIEITU JTAHHBIX, OCHOBHBIC OTEePallii U OTPAaHIUYCHHUS; TEXHOJIOTHUIO YCTAHOBKH U
HACTPOHKH cepBepa 0a3 TaHHBIX; TpeOOBaHMUS K 0€30MAaCHOCTH cepBepa 0a3bl JaHHBIX;
TOCy/IapCTBEHHBIE CTAaHAAPTHI M TpeOOBaHMS K 00CITY>KUBAHUIO 0a3 TaHHBIX

1.2.1 O01mue moJioxkeHust 00 OPraHU3alHUM OLlEeHKH 0cBOeHUs nmporpammbl [IM

OcBoenne npodeccruonanbroro moayist [IM.07 CoaaMUHUCTPUPOBAHUE U aBTOMATH3AIUS
0a3 JaHHBIX U CEPBEPOBOCYIIECTBIsIETCS HA 2 U 3 Kypce 00y4YeHUsl.

Tekymryro arTecTaiuio IPOBOJIAT 32 CUET BPEMEHHU, OTBEJICHHOTO Ha IUCHUILIINHY.

[To Momynio mpeaycMoOTpeH dK3aMeH (KBau(UKalMOHHBIN). B cocTaB sx3aMeHanimoHHON
KOMHUCCHUH  BXOJST MPEICTABUTEIH  OOIISCTBEHHBIX OpTaHU3alWid, OOydJarommxcs U
paboToaarenex.

VYcioBueM Jomycka K 9K3aMeHy (KBaJM(UKAMOHHOMY) SIBISIETCS IOJIOKUTEIbHAS
arrectauusa no [IM.07 CoamMuHuCTpUpOBaHHME U aBTOMaTH3alusi 0a3 JaHHBIX U CEPBEPOB,
yueOHOM MTPaKTUKE U MPOU3BOJACTBEHHOIN MPAKTUKE.

Dk3aMeH (KBaTH(PUKAIMOHHBIN) IPOBOJUTCS B JIBA ATAla: BHIIOJIHEHUE MPAKTUYECKOTO 3aJaHUS
B BUJIC MPAKTUYECKON KBATH(DUKAITMOHHON pabOThI U MPOBEPKH TEOPETUICCKUX 3HAHUU TI0
MJIAKM/IK 07.01 Ynpasnenue u aBTomaru3anus 6a3 nanubix 1 M/IK 07.02 Cepruduxanus
WH()OPMAIITMOHHBIX CUCTEM.

1.3 ®opmbl TekylIero KOHTPOJISI U NMPOMEKYTOYHOI aTTecTalMud NMPH OCBOEHUH
npodecCHOHAIBLHOI0 MOAYJISI

OneMeHT MOAYJIs \ dopMa KOHTPOJIA U OLICHUBAHUS
Texkymmii KOHTPOJIb
VII 07 YuebHas npakTuka ITpoBepounas pabora: MOHUTOPHHT cepBepa U
IIOPTOB
[1IT 07 ITpon3BoACTBEHHAs: MPAKTHUKA [TpakTuyeckas KBanudukanuoHHas paboTa:
OcymiecTBiieHHe 3anIUThl UHPOpMauKu B O6aze
JAHHBIX

HpOMe)KyTO'—IHaﬂ aTTecranus

MJIK 07.01 Ynpasnenue u aBToMaTH3anus 6a3 | Dk3aMeH

JTAHHBIX

MK 07.02 Cepruduxanus | Ik3aMeH

WH(OPMAIIMOHHBIX CUCTEM

™M 07 CoanMUHUCTPUPOBAHKE 1 | Dk3aMeH KBATH(UKAITMOHHBIN

aBTOMaTUu3anus; 0a3 JAaHHBIX U CCPBCPOB

1.4 WHcTpyMeHTbI OLEHKH AJs NpoBeleHuss AU depeHIPOBAHHOrO 3a4yeTa IO
MK

OnennBaemMblie 3HAHUSA

— MOJIENIM JIaHHBIX, OCHOBHBIE OTEPAIUU ¥ OTPAHHUEHUS; TEXHOJIOTHUIO YCTAHOBKU M HACTPONKHU
cepBepa 0a3 TaHHBIX;




— TpeOoBaHMs K OE30MaCHOCTH cepBepa 0a3bl TaHHBIX;
— rOCy/1IapCTBEHHBIE CTAHAAPTHI M TPEOOBAHMUS K 00CITY>KUBAHHIO 0a3 JAHHBIX

Kpurepum ouenkn

MOJIHOTA U TIPABHIILHOCTh OTBETA,

CTEMEeHb OCO3HAHHOCTH, IOHUMAHUS U3y4YEHHOTO;

S3BIKOBOE O(hOpPMIICHUE OTBETA.

Ouenka «5» craBUTCS, eclu: OOYyYalOLIUICS TMOJHO, JOTHYHO H3JaraeT Marepual, Jaer
MPABUIILHOE OIPEICICHHE OCHOBHBIX IMOHSTHI;00HAPYKHBACT MOHUMAHUE MaTepHaia, MOMXKET
000CHOBAaTh CBOM CYKJEHHUS, NPUMEHUTh 3HAHUS HA IMpPAKTUKE, MPUBECTH HEOOXOAMMBbIE
MPUMEPhl HE TOJBKO M3 y4eOHMKA, HO M CAMOCTOSITEIbHO COCTaBJICHHBIC;U3IaraeT MaTepuai
MOCIIEA0BATEIbHO U MPABUIBLHO C TOYKU 3pEHUSI HOPM JIMTEPATYPHOTO SI3bIKA.

Onenka «4» cTaBUTCS, €clii: 00ydJalomuii JaeT OTBET, yIOBICTBOPSIONINI TEM K€ TpeOOBaHUSM,
YTO U JUISl OTMETKU «5», HO JomyckaeT 1 — 2 ommOKH, KOTOpbIE caM K€ UCIpaBiser, u 1 — 2
HEJI0ueTa B MOCIEeI0BATEIBLHOCTH U SI3BIKOBOM O(OPMIICHHH U3JIaraeMoro.

Ouenka «3» craBUTCA, eciu: OOydaromuiics OOHapyKMBAaeT 3HAHHE W MOHMMAaHHE OCHOBHBIX
MMOJI0KEHUN JaHHOW TEMBI, HO:

u3NlaraeT MaTepuan HEMOJHO M JIOMYCKaeT HETOYHOCTH B OINPEACTCHUH TOHSATHI WU
(bOopMyIUPOBKE TpaBUJI;HE YMEET JOCTATOYHO IJIYOOKO M JI0Ka3aTelbHO OOOCHOBATh CBOM
CY)KICHHS W MPHUBECTH CBOM NPUMEPBI;U3JIaraeT Marepuan HEeMocJelI0BaTEeNbHO U JIOMYCKaeT
OIINOKH B S3BIKOBOM O(DOPMIICHUH H3JIaracMoro.

Ouenka «2» craBuTCS, eciu: oOydaromuiicss OOHapy)XMBaeT HE3HaHHWe OOoJbIlIeld dYacTu
COOTBETCTBYIOIIETO BOIPOCA, JTOIMYCKAET OMIMOKH B (DOPMYITHPOBKE OMPEIEICHHIA M IPABHII,
MCKaXaIOIIHe UX CMBICH, OECTIOPSA0YHO U HEYBEPEHHO M3JIaraeT MaTepual.

(I)OpMI)I U METOAbI ONCHKH

Ox3amen 8 hopme ycmrnozo onpoca

Tun 3apanun

Bonpocui

1.5 UHCTpYMEHTHI OLIeHKH NPOBEPOYHOIH padoThl

OuenuBaeMbie YMEHHS

— IIPOEKTUPOBATH U CO3/1aBaTh 0A3bl JTAaHHBIX;

— BBITIOJHSTH 3aMpOChl 0 00paboTke AJaHHBIX Ha si3bike SQL;

— OCYIIECTBJIATH OCHOBHBIC (DYHKITUH TI0 aJMHHHCTPUPOBAHUIO 0a3 JTAHHBIX;

— pa3pabateiBaTh TOMUTUKY Oe3omacHOcTH SQL cepBepa, 0a3bl JaHHBIX U OTAETBHBIX 00BEKTOB
0as3bl JaHHBIX;

— BJIJIETh TEXHOJIOTUSAMHU MPOBEJEHUS CepTU(DUKAIINY TPOTPAMMHOTO CPEACTBA

Kpurepun onenkn

— IIPaBUJIbHOCTh AJITOPUTMA PELICHMS;

— CTENEHb OCO3HAHHOCTH, TOHUMAHUS U3yYEHHOTIO;

— CTENeHb MOHUMAHUS MEXKIUCITUTIITIMHAPHBIX CBS3EH.

OreHka «5»BBICTABISETCS, €CIM 00yJarImuicauMeeT TyOoKue 3HaAHUS y4eOHOro Marepuala
[0 TeME IPOBEPOYHOIl pabOThl, MOKAa3bIBAET YCBOEHUE B3aUMOCBSI3U OCHOBHBIX IOHSATHUI
UCTIONIB3YEMBIX B paboTe, CMOT OTBETUTh HAa BCE YTOYHSIOUINE U JOMOJHUTEIbHBIE BOMPOCHI.
OO0y4JaromuiicIEeMOHCTPUPYET 3HAHUSATEOPETUUIECKOTO U MPAKTUYECKOTO MaTepHhalia Mo Teme
IIPOBEPOYHON pPabOTHI, OMpeeNseT B3aUMOCBSI3M MEXIy IOKa3aTelsIMM 3agaud, JaéT
MPaBUJIBHBIM QITOPUTM PEILICHUS, ONPEAENsIeT MEXAUCIUIUIMHAPHBIE CBSI3U IO YCJIOBHIO
3a/1aHHUs.

OrneHka «4»BBICTABISIETCS, €CIM O0yYaroIUiiCSINoKa3an 3HaHue Y4eOHOTO MaTepuana, YCBOUI
OCHOBHYIO JIUTEpAaTypy, CMOI' OTBETUTH IIOYTH ITOJIHO HA BCE 3aJaHHBIC JONOJHUTEIbHBIE U
yTOuHsIOIIMEe  BOMpochl.  OOyyaromMHCAAEMOHCTPUPYET  3HAHUS  TEOPETUYECKOro U
MPAKTUYECKOT0 Marepuaja IO TeMe IMPOBEPOYHOM pabOThl, JOMyCKas HE3HAUUTEIbHbIE
HETOYHOCTU TPU PEHICHUH 3aJ1ay, UMes HEMOJHOE MOHMMaHUE MEXIUCHUIUIMHAPHBIX CBsI3el




IIPU NPaBUIILHOM BBIOOpE AJITOPUTMA PEIICHUS 3a/1aHusl.

Onenka «3»BBICTABISIETCS, €CTU OOYYAIONMIMUCSAB II€JIOM OCBOWJI MaTepual MpPOBEPOUHON
paboThl, OTBETWJ HE HA BCE  YTOUHSAIOIIME U  JIONOJHUTEIbHbIE  BOIPOCHI.
OOyuarmuiics3aTpyiHsIeTCsl ¢ MPaBUIBHON OLIEHKOM MpeaJIOKEHHOM 3a1auu, Aa€T HEMOJIHBIN
OTBET, TPeOYIOIUN HABOASIIUX BOIPOCOB MPEINOAaBaTessl, BBIOOp alrOPUTMa pPEIICHUs 3a1a4u
BO3MOXKEH ITPU HABOJSIIMX BONPOCAX MPEIOJABATEIS.

Ouenka«2»BbICTaBIsCTCS 00yUaIOLIEMYCsl, €CIH OH UMEET CYIIECTBEHHbIE MPOOEebl B 3HAHUSIX
OCHOBHOTO Y4e€0OHOTO MaTepuajia MPOBEPOYHON pPabOThI, KOTOPBIA IOJHOCTBIO HE PACKpPBUI
COJIEpXKaHUE BOIPOCOB, HE CMOI OTBETHUTh HA YTOYHSIOIIME M JOMOJHUTEIBHBIE BOIPOCHI.
CryneHT 1aéT HEBEPHYIO OLIEHKY CUTYallu, HEMPaBUILHO BRIOUPAET AJITOPUTM JICHCTBHIA.

MecTo npoBeieHNEe OLEHKHU

naboparopus«lIporpaMmmupoBanus v 6a3 TaHHBIX)

MeToabI OlIEeHKH

HaOJII0ICHUE 3a OpraHu3anueil pabodero Mecra B IPOLECCE AEATENbHOCTH;

HaOJI0IeHUE U OLIEHKA AEHCTBHM BO BpeMsl BBIIIOJIHEHUS IPAKTUYECKOT0 3a/1aHus;
CpaBHUTENbHAsI OIEHKA pe3yabTaToB C TpeOOBAaHMUSMH HOPMATUBHBIX JIOKYMEHTOB U
WHCTPYKLIUH;

HaOrofleHne W OKcmepTHas omneHka d3((eKTHBHOCTM W TNPaBWIBHOCTH CaMOaHaln3a
IPUHUMAEMBbIX PELICHUH B IPOLIECCE BBINOJIHEHUS IPOBEPOYHOI pabOThI

1.6 UHCcTpYMEHTHI OLIEHKH NMPAKTHYeCKOoii KBATU(PUKAIIMOHHOMH PadoThI

OunennBaemMble aeiicTBUS

— y4acTHE B COQJIMUHHUCTPUPOBAHUU CEPBEPOB;
— paspaboTke mosmMTHKU Oe3zomacHocTH SQL cepBepa, 0a3bl MaHHBIX W OTACIBHBIX OOBEKTOB
0a3bl JaHHBIX;

— TpHUMEHEHHH 3aKoHOoJaTelbcTBa Poccuiickoit ®Pepepanuu B 00MacTd  cepTHGHUKAIUN
MPOTPAMMHBIX CPEJICTB MH(HOPMAITMOHHBIX TEXHOIOTHIA

Kpurepum ouenkn

— OBJIaJICHHE TpUeMaMH padoT;

— coOJI0/IeHuEe TEXHUYECKUX U TEXHOJIOTMYECKHUX TpeOOBaHUIl K KauyeCcTBY MPOM3BOJIUMBIX
pabor;

— BBINIOJTHEHHUE YCTAHOBJIEHHBIX HOPM BpeMeHH (BBIPaOOTKH);

— TOJIb30BaHUE 000PYIOBaHUEM, HHCTPYMEHTOM, IIPUCTIOCOOICHUSIMH;

— cobmoieHre TpeboBaHM 6€30MaCHOCTH TPYyZa U OpraHU3aluu pabovyero Mecra.

Ouenka «5» crTaBUTCS OOydYarOIIEMCS €CIU: OOy4aloluics B TIOJHOM O0BEME OBIaAeI
OpUeMaMM BBINOJIHEHUS DPAa0OT; MOJHOCTBIO COOMIOAAN TEXHOJOTMIO BBINOJIHEHUS pPadoT;
oOyJaromuiicsi Bce BUIBI pabOT BBHIIOJHIII B YCTAaHOBICHHYIO HOPMY BpPEMEHH; 00ydaroImuics
OpY  BBHINOJIHEHUH  paboT  yMelno  TOJdb30Bajcs  OOOpYAOBaHHEM, HHCTPYMEHTAMH,
PUCTIOCOOIEHUSIMU;COOII01an TpeOoBaHUsl 0E€30MacHOCTH Tpyda M OpraHu3aluu padbodero
MEeCTa;KayecTBO BBHIIIOJHEHHOM paboThl COOTBETCTBYET 00pa3iaM (3TaJIOHaM U T.1.).

Ouenka «4» cTaBUTCA OOy4YarOIMIEMCsl €CJIM:00yYaroNIUiCs OBJaAeNl MPUEMaMU BBIOTHEHUS
paboT;co0roan  TEXHOJOTMIO  BBIIOJIHEHUS  paboT, HO  JONYCTHJI  OJHY-ZBE
OIMOKK;00yJaomuiics Bce  BHAbBI  pabOT  BBIIOJHWUI B YCTAaHOBJIEHHYID  HOPMY
BPEMEHU;00y4alOIUIACs TpH BHIIOJIHEHUH pabOoT yMeJIo TOJIb30BajCs 000pyIOBaHHUEM,
MHCTPYMEHTAMH, TPUCHOCOONIEHUAMU;COOMI0a)l  TpeboBaHUd  O€30MacHOCTH  Tpyda H
OpraHu3ani pabo4yero MecTa;KayecTBO BBIMOJIHEHHOW paboThl COOTBETCTBYET oOpaslam
(3TamoHam u T.1.).

Omnenka «3» craBUTCs 00y4aromeMcsl eCin:00yJaroluiics B HEOCTATOUHOM O0beMe OBIAZEI
NpUEeMaMH BBITTOJIHEHHSI Pa0OT;JOMyCKal CYIIECTBEHHBIE TEXHOJIOTHMYECKHE OMIMOKHA TIpU
BBIIOJIHEHUH  PabOT;00ydalomuiicss He BBINOJHWI paboTy B YCTaHOBJICHHYIO HOPMY
BPEMEHU;00yJarOIIUICS TPH BBITOJHEHHH PAa0OT HEYBEPEHHO IOJB30BAIICS 00OpPYIOBaHHEM,
UHCTPYMEHTAMH, NPUCHOCOOICHUSMU;IIPY  BBIIIOJIHEHUHM paboT oOydarouuiics JoImycKal




HapymeHus TpeOoBaHUS OCE30MacCHOCTH Tpyda M OpraHu3aliu pabdoyero MecTa;KauecTBO
BBITIOJTHEHHOH pa0OTHI HE B MOJIHOM Mepe COOTBETCTBYET 00pasiam (dTaloHaM | T.1.).

OreHka «2» cTaBUTCS 00yJaroIeMcs eClii: 00yJaroIuiicss He OBJIa/ie PUEMaMU BBITTOJTHEHHUS
paboT;ipu  BBIMIOJIHEHUU PAOOT OO0yJaromMiicss HE COONIOAAN TEXHOJIOTHIO BBIMOJIHCHHUS
paboT;00yJaronuiicss He BBHIMOJIHUI PadOTy B YCTAaHOBJICHHYIO HOPMY BPEMEHU;00yUaroIInuncs
IpH  BBIIOJIHEHUW PA0OT HEYBEPEHHO TIOJIL30BAJICS OOOpYIOBAaHUEM, HHCTPYMEHTaMHU,
MPUCTIOCOOICHUSMU;IIPY  BBITIOJTHEHUU pabOT oOydaromuiicss He coOiiogan TpeOboBaHUs
0€30MaCHOCTH TpyZAa M OpraHM3aluu pabovyero MecTa;KadyecTBO BBIIIOJIHEHHOW padOThI HE
COOTBETCTBYET 00Opa3iaM (d3TaJloHaM U T.J.).

MecTo0 npoBeIeHHEe OLEHKHU

npeanpusTys (0a3bl MPAKTUKH)

MeToabl OIEHKH

AQHAJIN3 OT3BIBOB C MECT MPOXOXKICHUS MTPAKTUKHU, aTTECTALIMOHHBIX JIMCTOB, IPOU3BOIACTBEHHBIX
XapaKTEPUCTHK U JHEBHUKOB y4eTa paboT 10 MPOU3BOACTBEHHON MPAKTHKE;

3aIuUTa OTYETOB I10 IIPOU3BOJCTBEHHON IIPAKTHKE;

OKCIEpPTHAsE OLIEHKA PE3yJbTAaTOB ACATEIBHOCTH B MPOLECCE BHIMOJIHEHUS pabOT Ha Pa3IMYHBIX
JTanax IpOU3BOJCTBEHHON IIPAKTHUKH;

DKCIEPTHASI OIICHKA 3aKIIFOYEHUH O BBIITOJHEHUU MPAKTUYECKON KBATM(UKAIIMOHHON paboTHI




2 KOMINIEKT KOHTPOJIBHO — OHEHOYHBIX CPEJICTB

2.1. KoMILIEKT KOHTPOJIbHO — OI€HOYHBIXCPEACTB TeKyllero kontpoJsino MJIK
07.01 YnpagJ/ieHue ¥ aBTOMaTH3aI[UsA 023 JaHHBIX
®Dopma TeKylero KOHTPoJs : 1udPpepeHIIMpPOBaHHBIN 3a4eT
TunoBoe 3aaHne: TECTUPOBAHUE
Ycj10BUS BHITIOJTHEHUSI 32/1aHNUSI: WHIUBHUTYaTbHO
MecTo npoBeaeHus:nadoparopus«lIporpaMmupoBanus u 6a3 JaHHBIX»
MakcumajibHOe BpeMsi BbITIOJTHEHUsI 3a1aHus: 45 MUHYT

3anaHue.

Bri6epute npaBuibHbIE OTBETHI:

1. ba3a naHHBIX - 3TO:

a. CHelHaNbHBIM O0pa30M OpraHM3OBaHHAs W XPaHSIIAsACSd Ha BHEIIHEM HOCHUTENE
COBOKYITHOCTh B3aUMOCBSI3aHHBIX JIAHHBIX O HEKOTOPOM OOBEKTE;

b. mpou3BoIbHBIN HAOOp UH(DOPMAITUH;

C. COBOKYMHOCTH TMIpOorpamMM [UIsi XpaHeHUsT U 0oO0pabOTKH OOJBIIUX MAaCCHBOB
nHpopmanuu;

d. uatepdeiic, Mo IEePIKUBAIOIINI HAITOJHCHUE U MAHUITYJIMPOBAHUC TAaHHBIMH,

€. KOMIIBIOTEepHAs IporpamMma, o3BOJIAIONIAs B HEKOTOPOM MPeIMETHON 00JIacTH AenaTh
BBIBO/IbI, COTIOCTAaBUMBIC C BBIBOJIAMH YEJIOBEKa-3KCIIepTa.

2. B 3anucu (aiina pensiiponHoi 6a3bl nanubix (BJ1) MoxeT cogepxkaThes:

a. UCKIIIOUUTENBHO OJJHOpPOIHAsI MH(OpMaIus (IaHHBIE TOJIBKP OJTHOTO THUIIA);
b. TonbKO TeKcTOBask HHPOPMALIHS;

C. HeoiHOpoaHAas uH(opManus (JaHHBIE Pa3HBIX TUIIOB);

d. TOJIBKO JIOTHYECKHE BEIUYNH;

€. UCKIIIOUUTENBHO YKCcIoBas nHpopmanus;

3. TlpennosioxuM, 4TO HEKoTopas 0Oa3a JaHHBIX coaepkut ot GAMUIINA, TOJ
POXIAEHUA, HNOXOHA. Ilpu mnoumcke mo ycnouro [0 POXIEHUSA> 1958 AND
JOXO<3500 OynyT HaiiieHb! (haMHUITUH JIUILL:

. uMerommx goxoa He meree 3500, u crapie Tex, KTo poauics B 1958 roxy.
. uMerommx goxoa meree 3500, unu tex, KTo poauics € 1958 rony u nosxe;
. umerommx goxoa meHee 3500, u poausmuxcs B 1958 rony u mosixe;

. uMmerommx goxoa meree 3500, u pogumuxcs B 1959 rony u noszxe;

. umerommx goxoa meHee 3500, u Tex, kto poauics B 1958 roxay;

o o0 o

. Kakoii u3 BapuantoB He sBisiercs pynkuuein CYBJ?

. peanu3anus A3bIKOB ONPEACIECHUS U MAHUITYJIMPOBAHUS JaHHBIMU

. o0ecrieueHre MoJIb30BaTeNs SI3bIKOBBIMU CPEJICTBAMHU MAHUITYJIMPOBAHMSI TAaHHBIMU
. IOIIEPKKA MOJIETIEN MOIb30BaTENS

. 3aIUTa U UEIOCTHOCTh JaHHBIX

. KOOpAWHALMSI IPOEKTUPOBAaHUS, pealn3alvy 1 BeaeHus b1

o o0 o8 M

5. Cucrema ympaBieHHs 6a3aMH JaHHBIX MPEACTABISAET COOOW MPOTrPaMMHBINA TMPOAYKT,
BXOJISIIIIMN B COCTaB:

a. MPUKJIAJHOTO MPOTPAMMHOTO 00€CTIeUeHHUS.

b. omepanmoHHON CHCTEMBI;

C. YHUKaJIHHOTO MPOTPAMMHOTO O0ECTICUEHUSI;

d. cUCTEMHOTO TTPOrPaMMHOTO 0OECIICUCHHS;

€. CUCTEM TMPOTPaMMHUPOBAHUS;



. Kakas HaumenbI1asg enuHUIA XpaHeHus JaHHbIX € BJ1?
. XpaHUMOE T10JIe

. XpaHUMBIN (aitn

. HUYEro U3 BBILIETIEPEYUCICHHOTO

. XpaHUMas 3aIuch

. XpaHUMBIH OalT

o Q00 o N

. Uto 00s3aTepHO0 10DKHO BX0auTh B CYB/]?
. TIPOIIECCOP SI3bIKA 3aIIPOCOB

. KOMaHIHBIN HHTEpheiic

. BU3yaJibHast 000J109Ka

. CHCTEMa ITOMOIIIH

0 T &

8. [Ilepeuncnure mNpeUMyIIECTBA LEHTPATU30BAHHOIO TMOAXOAAa K XpaHEHUI0 U
YIPABJICHUIO JaHHBIMH.

a. BO3BMOXHOCTB OOIIET0 JIOCTyIA K JJAHHBIM

b. moxaepkKa 1eIOCTHOCTH JTAaHHBIX

C. corJialleHue U30bITOYHOCTH

d. cokparnieHue TPOTUBOPEYHBOCTH

9. Ilpeamnonoxum, 4To HEKOTOpas 0a3a JAHHBIX OMHUCHIBAECTCS CIEAYIOUIUM MEpEeYHEM
3amucei:

1 Banos, 1956, 2400,

2 Cunopos, 1957, 5300,

3 Iletpos, 1956, 3600,

4 Kosnos, 1952, 1200.

Kakue u3 3ammceit atoii b/l moMeHstoTCs MecTaMu IPU COPTHUPOBKE IO BO3PACTAHMIO,
MIPOU3BEJICHHOM 110 IEPBOMY TOJIIO:

a.3u4,

b.2u3;

c.2ud;

d.1u4;

e. lu3.

10. Ctpykrypa ¢aiina pensiironHoi 6a3el nanueiM (b1) Mensercs:
a. IpU U3MEHEHUH JIF000M 3amucy;

b. npu yHUYTOKEHUH BCEX 3aMUCEN;

C. IPU yAAJICHUU JIF000TO TOJIA.

d. mpu 1oOaBNEeHNH OJHON MIIM HECKOJIBKUX 3aMuCceit;

€. IpH yJAJICHUH TUara30Ha 3armcei;

11 Kak Ha3bIBaeTcss HAOOP XpaHUMBIX 3aMKUCel 0JTHOTO THIa?
a. XpaHUMBIN Qaiin

b. npencraBnenue 6a3pl JAHHBIX

C. HUYETO U3 BBILIETIEPEUNCICHHOTO

d. nornueckas tabauiia 0a3npl JAHHBIX

e. pusudeckas Tabnuia 6a3bl JaHHBIX

12 Ilpuunnamu HU3KOM 3¢ pexkTrBHOCTH NpoekTUpyeMbIX BJ] MOryT OBITE:
a. KOJINYECTBO MOATOTOBIICHHBIX JTOKYMEHTOB
b. GosbIIas IIUTENBHOCTD MpOIecca CTPYKTYPUPOBAHUS



C. CKOPOCTb Pa0OTHI POTPAMMHBIX CPE/ICTB
d. ckopoCTh 3amoTHeHHS TaOIUIT
€. HEIOCTaTOYHO TITyOOKHii aHAIN3 TPeOOBaHMIA

13. Cucrema ynpasienus 6a3zamu ganusix (CYB/]) - ato?

a. 3TO COBOKYITHOCTH 0a3 TaHHBIX

b. 3TO COBOKYMHOCTh HECKOJBKHX IPOTpaMM IpeaHa3HAuYCHHBIX JJIsI COBMECTHOTO
ucrions3oBanust b/l MHOrMME TTONTB30BATENSIMH

C. COCTOMT U3 COBOKYIHOCTH (hailyIoB pacroI0KEeHHbIX Ha OJJHOI MallluHe

d. 5TO COBOKYHNHOCTH S3BIKOBBIX W TIPOTPAMMHBIX CPEICTB, MPEJHA3HAYEHHBIX IS
CO3aaHuA, BEACHHUA U COBMCCTHOI'O UCIIOJIb30BaHUA BI[ MHOI'MMHU I10J1b30BAaTCIAMU

€. 3TO COBOKYITHOCTh IIPOTPAMMHBIX CPEJICTB, sl Co31aHus (aiiaoB B B/]

14. ba3za 1aHHBIX — 3TO CPEIICTBO MJIA ...

a. XpaHEHUs, TOUCKA U YIOPSATOUYCHUS TaHHBIX
b. momcka gaHHBIX

C. XpaHEHHUS JTAHHBIX

d. COpTHPOBKH JTaHHBIX

e. 00paboTku nHpOpMaUU

15. OcHoBHbIE TpeOOBaHUs, IPEAbIBISIEMbIE K 0a3€ TaHHBIX?
a. alallTUBHOCTH U PACIIMPSIEMOCTh

b. BoccTaHOBIIEHHE JaHHBIX TOCIIE COOEB

C. pacmpeneneHHas 00paboTKa JaHHBIX

d. KOHTPOJIb 32 IETOCTHOCTHIO TAHHBIX

€. BCE OTBETHI

16. Uro Bxoaut B pynkuuu CYBJ(?

a. CO3JJaHue CTPYKTYpPbI 0a3bl JAHHBIX

b. 3arpy3ka JaHHbBIX B 0a3y TaHHBIX

C. MPEIOCTaBICHUE BO3MOXHOCTH MAaHUITYTUPOBAHUS JTAHHBIMHU

d. mpoBepka KOPPEKTHOCTH MPHUKIAIHBIX IPOrpamMM, paboTaONINX ¢ 6a30i JaHHBIX
€. o0ecreyeHue JJOrHIeCKoi 1 GU3NIeCcKO HE3aBUCUMOCTH JaHHBIX

f. 3amuTa moruyeckoi U GU3NUECKOI ETOCTHOCTH 0a3bl TaHHBIX

g. YIpaBJICHHE MOJTHOMOYHUSMH MOJb30BaTeNiel Ha JOCTYN K 0a3e JaHHBIX

17. OcuoBusie cpenctBa CYB]] mist paboTsl osib30BaTest ¢ 0230 TaHHBIX:
a. S3BIK 3aIIPOCOB

b. rpaduueckuii unTepderic

C. AITOPUTMHUYECKUM sA3bIK [lackanb

d. pazpabaTbiBaeMble M0JIb30BATENEM POTPAMMBI

18. Yto maet nmoruueckasi U puznueckasi HE3aBUCUMOCTb JIAHHBIX ?

a. W3MEHEHHE TPUKIAIHBIX TMPOTpaMM HE MPUBOAUT K HM3MEHEHUIO (HHU3HUECKOTO
MIpeICTaBICHHS 0a3bl TAHHBIX

b. wu3menenne mnporpamm CVYBJ[ He mNPUBOAUT K U3IMEHEHHIO (PUIUYECKOTO
MIPEICTABJICHUS JTAHHBIX

C. W3MEHeHHe (PUINYECKOTO TPEACTABICHUS TaHHBIX HE MPUBOAIT K H3MEHEHHIO
MPUKJIAHBIX TTPOTPAMM

19. IIpu KakuX yCIOBHSIX CHCTEMa MEHSIET IaHHbIE B 0a3e JaHHBIX?
a. TI0 3aBEPIICHUIO TPAH3aAKIUU



b. mo oneparopy commit
C. TI0 YKa3aHHIO aIMHHUCTpATOpa
d. mo oneparopy MoaupUKaIUN JAHHBIX

20. Kakue cpencTBa UCHOIB3YIOTCS U1 CHHXPOHU3ALUN?
a. OJIOKUPOBKH

b. Tpan3akimu

C. IapoJIn

d. omrcanue MOTHOMOYHIA

21. Kakoit ximrou yTuiuTsl mysqladmin mo3BosisieT 3a1aTh Maposib MOJIb30BATEN
1 -u (username) password (userpassword)

2 -p (username) pw (userpassword)

3 -s (username) pwd (userpassword)

22. Kakoiin3BapraHTOBYCTaHOBHUTIIAPOJIb (USerpassword) mistimonb3oBatens (USsername)
1 mysqladmin -p (username) pw (userpassword)

2 mysgladmin -s (username) pwd (userpassword)

3 mysgladmin -u (username) password (userpassword)

23. OnpenenuTe pe3yibTar AeicTBHS KoMaHabl mysqladmin -u (username) password
(userpassword), eciu aposb A MOJIB30BATENS HE CYLIECTBYET.

1 nyis mostk30oBares (username) OyeT yCTaHOBIICH naposb(userpassword)

2 yrunuta mysqladmin cooOmmt 06 omubKke, MOCKOIbKY YKa3aH HelMpaBUIbHbII
napameTp

3 KOMaH/1a BBIBEJICT TapOJIb MOJIB30BaTENs (Username)

24. Kakas koMaHJa yCTaHOBUT Haposib (userpassword) Asist mosib3oBaresns (username)

1 UPDATE user SET Password="userpassword" WHERE User="username"

2 UPDATE user SET Password=PASSWORD("userpassword") WHERE
User="username"

3 SET user UPDATE Password=PASSWORD("userpassword") WHERE
User="username";

25. Kakast komaH/1a TIO3BOJIUT Y3HATh, YCTAHOBIICH JIM MAPOJIb ISl TIOJIH30BATEIS 100t
1 mysqgladmin -status root

2 mysqladmin -root

3 mysgladmin -u root status

26. Kakast komaH/1a OOHOBUT MH(OpMAIMIO B TAOIUIAX pa3peleHui 11 OoIb30BaTels
root

1 mysqgladmin -r root

2 mysqladmin -reload root

3 mysqladmin -u root reload

27. Kakasonmusytuiuatsl mysgladmin mo3Bossiernepe3arpy3uTbTaOuIbIpa3penieHnin?
1 flush

2 flush-privileges

3 update-privileges

28. Kakoit SQL -onepaTopno3BosieTIeperpy3uTbTadIUIbIpa3peIIeHUi ?
1 FLUSHPRIVILEGES



2 FLUSH
3 UPDATEPRIVILEGES

29. YKaXuTe BapuaHThl, B pe3yJIbTaTe BHITIOJHEHUS KOTOPBIX OYIYT MEepErpyKEHbI
TaOIUIIBI pa3perieHui?

1 mysqladmin flush-privileges

2 mysql> FLUSH PRIVILEGES

3 mysql> UPDATE *

4 mysqladmin -u privileges

30. OnpenenurenasnayenusciieHapus safemysqld

1 cueHapwii B mporiecce cBoel pabOoThI MBITAETCS OMPEISIUTh MECTOMOIOKECHUE
HpOrpaMMBbI CepBepa M KaTajiora JaHHbBIX, a 3aTEM 3allyCKaeT CEPBEP C COOTBETCTBYIOLIMMHU
OITIHSIMU

2 cuenapuii safemysqld 3anuceiBaet Bce coobmieHus 06 ommbdkax cepBepa B
CreUaIbHbINA (a1 oImruOOoK, PacoI0KEeHHbBIH B KaTaJaore JaHHbIX

3 safemysqld cneaut 3a HOpManLEHOM pabOTOM cepBepa U B ciiydae cO0s mepe3arpyxaet
ero

31. Kakoii u3 crieHapueB 3alKMChIBaCT BCe COOOIIECHMS 00 omuOKax cepBepa B
CHelalbHbIN (aiin ommodok

1 safemysqld

2 mysqldebug

3 mysqglerrors

32. Kakoii u3 ciieHapueB CIIeUT 32 HOPMaJIbHOM paboToii cepBepa U B ciiydae coos
TIEPE3arpyx’aeTr ero

1 mysql_safe

2 safemysqld

3 mysgldebug

33. OnpenenuTe Ha3HAUYEHUS clieHapus mysql.server

1 3TOoT CclieHapHii 3amycKaeT cepBep MOCPEICTBOM 3amycka ciieHapus safemysqld

2 cueHapuii mysql.server npeaHa3HayeH i UCIIOJIb30BaHUS Ha KOMITBIOTEPAX C
CHCTEMOM 3arrycka/3aBepiieHust padboTeiSystem V

3 IaHHBINA ClIeHapHii peHa3HaYeH Ul oucKa oMok B paboTe cepBepa

34. Kaxoii u3 CIICHApUECB NMPCAHA3HAYCH JJI1 UCITIOJIb30BaHUA Ha KOMIIBIOTEpaAX C
CHUCTEMOM 3arrycka/3aBepiieHus padbotsl System V

1 safemysqld

2 mysql.server

3 mysqlSystemV

35. YKaxuTe BEepHbIE YTBEPKICHUS

1 cuenapuit mysql.server 3amyckaet cepBep oCpe/ICTBOM 3ammycka crieHapus safemysqld

2 cuenapuii safemysqld 3amyckaer cepBep nmocpeacTBOM 3arycka clieHapust mysql.server

3 cieHapwuii mysql.server mpeaHa3Ha4YeH IS UCTIOB30BaHUS Ha KOMITBIOTEPAX C
CHCTEMOH 3aIycKa/3aBepIieHust paboTsl System V

36. Kakast komaH/1a MO3BOJISET 33/1aTh YacOBOii nosic B crieHapuu safemysqld
1 TZ=4acoBoii_nosic export TZ
2 TZ=uacoBoii_nosc update TZ



3 timezone= 4acoBO#_IM0sIC save timezone

37. Kakas nepemennas cuenapus safemysqld xpanut uadopmaiiio o 4acoBom rmosice
1 timezone

2T

3TZ

38. Kakas u3 KOMaH/l YCTaAHABJIMUBACT JaCcOBOM IT0SIC HeHTpaJIBHOfI qaCcTHu COCI[I/IHGHHBIX
[lItaToB B cuenapuu safemysqld

1 TZ=US/Central export TZ

2 TZ=US/Central save TZ

3 TimeZone=US/Central update TimeZone

39. Kakastorizist mysgladmin mo3BosisieTocTaHOBUTHCEPBED
1 shutdown

2 stop

3 off

40. Kaxkas onmust crieHapusi mysql.server mo3BoJisieT OCTaHOBHTH CEpBEP
1 shutdown

2 stop

3 off

41. Kakum 06pa3oM MOKHO OCTaHOBUTH cepBep mysql
1 ¢ momompro onmmu shutdown yrumutel mysqladmin

2 ¢ IOMOIIIbIO OMIHH Stop ClieHapus mysql.server

3 ¢ MOMOUIBIO ONIHH StOp YTHIIUTHI mysqladmin

4 ¢ momoursio onmuu shutdown cuenapus mysql.server

42. Kakast oniusi yKa>keT cepBepy He HCIOIb30BaTh TAOIHIIBI pa3pelIeHH Ui TPOBEPKU
COGI[I/IHGHI/II\/'I M IIO3BOJIMT MOAKJIOYATHCSA C IMIOJJHOMOYHIMU I10JIB30BATEIIS 100t oes3 rnapoJis B
9KCTPCHHBIX CUTYyallUAX

1 -skip-grant-tables

2 -no-check-privileges

3 -no-password

43. Onpenenute Ha3HaYeHUe omiun -SKip-grant-tables npu 3amycke cepsepa

1 MO3BONUT NOAKIFOYUTECS C MOJTHOMOYHSMH TI0JIB30BaTENs root 6e3 maposs B
SKCTPCHHBIX CUTYallHUAX

2 TIO3BOJIUT MOKIFOUUTHCS 0€3 POBEPKHU TAOIUI] IPUBHIICTHI [Tl YCKOPSHUS 3arpy3Ku

3 skip-grant-tables He OTHOCHTCS K OIIIUSAM cepBepa

44. baza HaHHBIX - 3TO:

Bribepute oauH U3 4 BApHaHTOB OTBETA!

1) COBOKYITHOCTh JaHHBIX, OPTAaHU30BAHHBIX 11O OTPEICTICHHBIM MPaBHIIaM;

2) COBOKYIHOCTh MPOTpamMM JJsi XpaHEHUS M 00pabOTKM OONBIIUX MAacCHBOB
uH(pOopMaLnu;

3) unTepdetic, MOAACPKUBAIOIINI HATTOIHEHUE  MAHUITYTUPOBAHNE TAHHBIMU;

4) ompesienieHHast COBOKYITHOCTh WH(OpMaIuu.

45. Hanbounee pacrpocTpaHEHHBIMU B IPAKTUKE SIBJISIOTCS:
BriGepure oauH u3 4 BApHaHTOB OTBETA!



1) pactipeneneHHbIe O3Bl JAHHBIX
2) uepapxudeckue 6a3bl TaHHBIX
3) ceteBbie 0a3bI JAHHBIX

4) pensimoHHbIC 0a3bl JaHHBIX

46. Hanboyee TOYHBIM aHAJIOIOM pCHHHHOHHOfI 0a3ml JaHHbIX MOKCT CIYXHTb:

Br16epute oauH U3 4 BApMaHTOB OTBETA!
1) HEeynops,10ueHHOE MHOXKECTBO JaHHBIX
2) BEKTOp

3) reHeasoruuecKoe AepeBo

4) nBymepHas Tabnuna

47. YTo 13 MepeuncICHHOTO He SIBIsIeTCS 00beKTOM Access:

Bri6epute oauH U3 7 BApMaHTOB OTBETA!
1) monynu

2) TaOIHIIBI

3) MakpocChl

4) KIr04Yn

5) ¢popmbt

6) OT4ETHI

7) 3ampocsl

48. TaOnuip! B 6a3ax JaHHBIX NpPEAHA3HAUYEHBI:
BeiOepure oauH U3 5 BapuaHTOB OTBETA!

1) nuig XpaHeHust JaHHbBIX Oa3bl

2) nst orbopa u 00pabOTKU JAaHHBIX 0a3bl

3) ni1st BBOJA JAaHHBIX 0a3bl M UX MIPOCMOTPA

4) nns aBTOMAaTUYECKOIO BBIIOJHEHMSI IPYIIIbI KOMaH]{
5) AJis BBIIOJIHEHUS CIIOKHBIX IPOrPaMMHBIX J€HCTBUM

49. 11 uero npeaHa3HavYeHbl 3aMPOCHI:

BriOepure oauH U3 6 BapuaHTOB OTBETA!

1) nnig XpaHeHust JaHHBIX Oa3bl

2) nast oT60pa U 00pabOTKH TaHHBIX Oa3bl

3) ans BBOJA TaHHBIX 0a3bl U UX IPOCMOTpA

4) nnst aBTOMAaTUYECKOTO BBITOJHEHUSI TPYTIIBI KOMaH |
5) AJis BBIOJIHEHUS! CIIOKHBIX IPOrPaMMHBIX AEWCTBUN
6) A5 BbIBOJIa OOpaOOTaHHBIX JaHHBIX 0a3bl HA IPUHTEP

50. 551 yero npeaHa3Ha4eHbl (POPMBI:

Bri6epute oauH U3 6 BapMaHTOB OTBETA!

1) nnst XpaHeHUs JaHHbBIX 0a3bl

2) nst orbopa u 00padOTKU JAaHHBIX 0a3bl

3) 171t BBOJIa JaHHBIX 0a3bl M UX IPOCMOTPA

4) nst aBTOMATUYECKOTO BBITOTHEHHSI TPYIIITBI KOMaHT
5) 7151 BHIIOJHEHUS CIIOKHBIX ITPOrPAaMMHBIX AEHCTBHM
6) a1 BbIBOJIa 0OpaOOTaHHBIX JaHHBIX 0a3bl HA IPUHTEP

9Tajl0H OTBETOB:

Howmep Bonpoca ‘ Bapuanr orBera ‘ Howmep Bonpoca

Bapuanr orBera




1 a 21 1
2 c 22 3
3 d 23 1
4 e 24 2
5 e 25 3
6 a 26 3
7 ab 27 2
8 abcd 28 1
9 Cc 29 1,2
10 Cc 30 1,2,3
11 a 31 1
12 de 32 2
13 d 33 1,2
14 a 34 2
15 e 35 1,3
16 abcefg 36 1
17 ab 37 3
18 ac 38 1
19 ab 39 1
20 a 40 2
41 1,2 46 4
42 1 47 4
43 1 48 1
44 1 49 2
45 4 50 3

2.1. KoMIJIeKT KOHTPOJIbHO — OLleHOYHBIXCPeACTB Tekyllero konrtpoJsimo MJ/IK
07.02 Ceprudpuxanus mHGOPpMAIHOHHBIX CHCTEM
dopma TeKylero KOHTPOoJIs : 11U PpepeHInpOBaHHbIN 3aueT
Tunosoe 3aaHue: MMCbMEHHBIN OTBET HA BOIIPOCHI, TECTUPOBAHUE
Yc10BUS BbITIOJTHEHUS 3aaHUSI: UH/IMBUTyaJIbHO
MecTo npoBeaenus:nadoparopusi«lIporpammupoBanus 1 6a3 JaHHBIX)
MakcumasibHOe BpeMsi BbINIOJTHeHUs 3aiaHus: 45 MUHYT

3anaHue.

Bomnpoc 1

VYkaxkuTe NmpaBWIbHOE OIpezesieHue TepMHuHa "neknapauus o coorserctBuu" (O3 "O
TEXHUYECKOM pEeryJupoBaHun").

1 moxyMeHT, yJOCTOBEPSIONIMKA COOTBETCTBHE BBITYCKaeMOW B OOpaleHHe MpOIyKIHH
TpeOOBaHUSAM TEXHUUYECKHX PErJIaMEHTOB, CTAHJIapPTOB U CBOJIOB MTPABUJI

2 JIOKyMEHT, yJOCTOBEPSIONINI COOTBETCTBHE BBITYCKAEMOW B OOpaleHHe MpOIYKIHH
TpeOOBaHUSAM TEXHUUYECKHX PErJIAaMEHTOB

3 (hopma MoATBEPKIACHUS IPOAYKIINH TPEOOBAHUSIM TEXHHUECKUX PETIIAMEHTOB

4 (¢dopma MONTBEPkKAECHUS MPOAYKIUU TPeOOBAHUSAM TEXHUYECKUX PETJIaMEHTOB,
CTaHJAPTOB U CBOJIOB MTPABHJI

Bompoc 2

VKaXUTE€ JIOMYCTUMBIE COYETAaHHMs Ha3BaHUM  JOKYMEHTOB M  O0OO3HAYCHHI,
HCIIOJIb3YEMBIX MpHU 00s3aTeIbHON (hOopMe MOATBEPIKIEHUS COOTBETCTBUSI.

1 ceprudukar cOOTBETCTBUS, 3HAK COOTBETCTBUS, ACKIapalus O COOTBETCTBHH




2 cepTuUKAT COOTBETCTBHUS, ACKIApaIis O COOTBETCTBHHU, 3HAK OOpAIIeHUS HAa PHIHKE
3 cepTuduKaT COOTBETCTBHS, 3HAK OOpAIICHUS Ha PHIHKE
4 ceptu(uKaT COOTBETCTBHS, 3HAK COOTBETCTBUS

Bormpoc 3

KTo MoOXeT ObITh aKKpEIUTOBaH B Ka4€CTBE OpraHa 1Mo CEPTUGUKAIMH JJISl BBITIOJHEHUS
pabot o ceprudukanmu?

1 uHIMBUAYATEHBINA TIPEANPUHUMATEITb

2 FOpunngeckoe JUIo

Bormpoc 4

B kakux [OKyMEeHTax MOTyT COJAepXKarbcs TpeOOBaHUsS, UCIHOJb3yeMble s
MOJITBEPKICHUSI COOTBETCTBUS MpHU cepTuduxarmm?

1 TexHUYECKUE PETIIAMEHTHI

2 cTaHAapTHI

3 KmaccupuKaToOpsbI

4 cBOMBI TIPaBUI

5 ycloBus IOTOBOPOB

Bompoc 5

VYxkaxure HOpMbI IPUHATUS TEXHUYECKUX PETJIAMEHTOB B COOTBETCTBUM CO cTartbel 10
@3 "O TeXHUYECKOM peryanpoBaHun”

1 yxa3 I[Ipesunenra PO

2 penepaabHBIN 3aKOH

3 mocranosnenue [IpaButenscTBa PO

4 HOpPMATHBHBIN MPaBOBOM akT (elepaibHOr0 OpraHa HCHOJHUTEIBHON BIIACTH IO
TEXHUYECKOMY PEryJIMPOBAHUIO

Bormpoc 6
B kakom rony co3man Texuuueckuit komurer TK 461 "Uudopmaumonuo-
KOMMYHHKAIIMOHHbIE TEXHOJIOTHH B 00pazoBaHun"?

12003 r

22004 r

32005r

42006

52007 r

62008 r

Bomnpoc 7

Ckonpko [TogkomureroB co3nano B crpykrype TK 4617
13

24

35

46

57

68

79

Bomnpoc 8

B xakoMm roay B coctae IlepBoro o6senunennoro komutera CTK 1 UICO/M3BK co3nan
36-it IMopkomurer (ITK 36) "NHDopmanmuoHHBIE TEXHOJOTHH B OOydeHWH, 0Opa3oBaHUM U
NoAroToBKe"?



11995r
21996 r
31997 r
41998 r
51999 r
62000 r

Bomnpoc 9

Ckonpko Pabounx rpymm co3mgano B crpykrype [IK 36 / CTK 1 UCO/ MDK?
13

24

35

46

57

68

79

Bomnpoc 10

B xakom rony 'ocynapctBennoit mymoii P® Obut nmpunsT OenepanbHbIi 3aK0H
"O TEeXHUYECKOM PeryJIupoBaHun"?

12000 r

22001 r

32002

42003 r

5) 2004 r

Bompoc 11

B kaxom rony Bcrynuil B cuity @enepaibHblil 3ak0oH 'O TEXHUYECKOM PETyJINPOBaHUU"?
12001 r

22002 r

32003

42004 r

52005 r

Bomnpoc 12

Vkaxure nBa dDenepalbHbIX 3aKOHA, YTPATUBLIMX CHIYy B CBA3M C MPHHATHEM
®denepanbHOro 3aKoHa "O TEXHUYECKOM PEryJIUpOBaHUU".

1 "o crannmaptuzanuun”

2 "0 mepCOHANIbHBIX TaHHBIX"

3 "o pekiname"

4 "o cepTHQUKAUU MPOITYKIIUHU U yCIyr"

5 "o nmoxapHoit 6e3onacHoctu"

Bomnpoc 13

Vkaxure OAHY N3 MNEPCUHUCIICHHBIX uenef/'l, IJId KOTOPBIX HE AOIYCKACTCA IHMPHUHATHC
TEXHUYECKUX PErJaMEHTOB.

1 3aIl0UTHI )KU3HU WUJIK 310POBBA I'paKJaH, UMYIICCTBA (1)I/ISI/I‘IeCKI/IX HIIN FOPUIUYCCKUX
JIUILL, TOCYAAPCTBEHHOT'0 WJIM MYHUIIUIAIBHOTO UMYILECTBA

2 oOecriedeHne KadecTBA M KOHKYPEHTOCHOCOOHOCTH NPOYKIMH M IPOIECCOB €e
POM3BOJICTBA

3 mpeaynpexaeHue IeiHCTBHA, BBOISIINX B 320y X IeHHE TproOpeTaTeneit

4 oxpaHbl OKPYKAIOLIEH Cpe/Ibl, 5KU3HU WU 30POBBS )KUBOTHBIX M paCTEHHI



Bomnpoc 14

VYKaxxuTe NpaBWIbHBIA BAPUAHT 3aBEPILAIOIICH YacTH 110J10KeHUs DenepanbHOro 3aKoHa
"O TexHuueckoM perynupoanuu': IloaTBepKaeHne COOTBETCTBUSA Ha TeppUutopun Poccuiickoi
®denepanv MOXKET HOCHUTb. ..

1 o0Gs13aTenbHBII XapakTep

2 nO0OPOBOJBHBIN WM 0053aTENbHBIN XapaKTep

3 MHULMATUBHBIN UM 00s3aTeIbHbII XapakTep

4 noOGpPOBOIBHBIN XapaKkTep

5 MHULMATUBHBIN UM 10OPOBOJIBHBIN XapaKTep

6 10OpOBOIBHBIN, MHUIIMATUBHBIN MM 00s13aTEIbHBIN XapakTep

Bompoc 15

VYKaxuTe NpaBUIbHBIA BapUaHT mNoyiokeHus DenepanbHOro 3akoHa "O TEXHUYECKOM
peryinpoBaHun”

1 noGpoBosibHOE MOATBEPKICHHE COOTBETCTBUE OCYIIECTBISICTCS B (popMax NPUHATHS
JeKJIapallid O COOTBETCTBHM (Janee - JCKIapUpPOBAHUE COOTBETCTBHSA) M JOOPOBOJIBHOM
cepTudUKaIIu

2 100pOBOJBHOE  IOATBEPXKACHUE COOTBETCTBHE OCYLIECTBISieTCS B (opme
JI0OPOBOJIBHOM cepTU(hUKAITUN

3  100OpOBOJBHOE  IOATBEPXKACHUE COOTBETCTBHE OCYLIECTBISiETCS B (opme
JEKJIapUPOBAaHUS COOTBETCTBUS U TOOPOBOJIbHOM cepTH(PHUKALIUU

Bomnpoc 16

VYKaxxute NpaBUIbHBINA OTBET

1 3nak oOpamieHuss Ha pbIHKE - 00O3HaueHHWe, ciykaiiee Aias HH(OOPMUPOBAHMS
npuoOperaTesiel 0  COOTBETCTBMM  O0bEeKTa cepTU(UKAUMU  TpeOOBaHUSIM  CHCTEMBI
JI0OPOBOJIBHOM cepTU(hUKAITUN

2 3Hak oOpameHHs Ha pBIHKE - OO0O3HAYeHHWe, CiyXamee Il HHPOPMHUPOBAHUS
npuoOperatesiel O  COOTBETCTBMM  OOBEKTa  CepTUGUKAMM  TPeOOBAHUSM  CHUCTEMBbI
00pOBOJIBHOM cepTU(dUKAIMK WU HALIMOHAJIBHOMY CTaHIapTy

3 3Hak oOpalleHMss Ha pbIHKE - O0O3HauyeHue, ciyxaumlee i HUHPOPMHUPOBAHUSA
npuoOperaTesniel 0 COOTBETCTBUHM BBIMYCKaeMOW B 0OpalieHHe MNpOIyKIUU TpeOOBaHUIM
TEXHUUYECKUX PErJIaMEHTOB

4 3Hak oOpalieHHs Ha pbIHKE - OOO3HAdYeHMe, ciyxkalee A UHGOPMUPOBAHUS
npuoOperaTesieii O COOTBETCTBUM BBITyCKaeMOl B oOpalleHue NpOIYKIHHU TpeOOBaHUSM
TEXHUUYECKUX PErJIaMEHTOB U HAllMOHAJIbHBIX CTaHJIapTOB

Bompoc 17

VKkaxure  NOpaBWIbHOE  COYETaHME  TpeX  OpraHu3anui,  pa3paldaThIBAIOIINX
MEX1yHapOJAHbIE CTaHapThI

11SO, SCORM, IMS

2 I1SO, IEC, IMS

3180, IEC, ITU-T

4 1SO, IMS; SCORM

5 1S0O, IEC, IEEE

6 ISO, IEC, W3C

Bompoc 18

VYkaxuTe TMpaBuUibHOE co4YeTaHHe OOO3HAYeHHWH [UIsi HAIMOHANBHBIX CTAHJIAPTOB
Poccuiickoit denepanum.

1TOCT P, UCO, MBK



2T'OCT, I'OCT P UCO, 'OCT MBK
3T'OCT P, TOCT P UCO, I'OCT P NCO/MBOK
4 UCO, UCO/MDBK, M3K, I'OCT P UCO/MBK

Bomnpoc 19

VYKaxuTe MpaBWIbHOE COYETaHWE JOKYMEHTOB B 00JacTd CTaHJapTU3AlUH,
UCIIONIBb3yeMBbIX Ha Teppuropun Poccuniickoit denepanuu.

1 rocynapcTBeHHbIE CTaHIAPTHI, IPaBUIIa CTaHAAPTU3ALUH, CTAHJAPTHI OpraHU3alui. . .

2  HaUWMOHAJbHBIE  CTAHJAAPTHI, TMpaBWia  CTAaHJAPTU3ALMH,  KJIACCH(HKAIINH,
o01epoccuiickue Ki1acCu(puKaTopsl ...

3 roCyapCTBEHHbIE CTAaHIAPThI, CTAHJAPTHI OPTaHU3AIHI, CBOJIBI IPABHUI. ..

4 TeXHUYECKHE PEerjaMeHThl, HAllMOHAJIbHBIE CTaHAAPThI, IPABUJIA CTAHIAPTU3AIIHH. . .

5 TeXHUYECKUE PeriiaMeHThI, TOCYAapCTBEHHBIE CTAHIAPThI, CTAHAAPTHI OPTaHU3AIHH. . .

Bonpoc 20
VYKaKuTe NpaBUIIbHBIM BApUAHT 3aBEPILIAIOIIECH YacTu N0J10keHNs PeepabHOro 3aK0Ha
«O TexHUYECKOM peryirpoBanumn»: [lonTBepkieHne COOTBETCTBUS Ha TeppUTOpuM Poccuiickoit
®denepanii MOXKET HOCHUTb. ..
00s13aTENbHBINA XapaKTep
MHUIMATUBHBINA UM TOOPOBOJIBHBIN XapaKTep
WHUILIMATUBHBIN UM 00sI3aTEIBHBIN XapakTep
J0OPOBOJIbHBIN, MHUIIMATUBHBIN UM 00s3aTEIbHbIN XapakTep
NO0OPOBOJIbHBIN XapakTep
J0OPOBOJIBHBIIN UM 003aTENIbHBIN XapaKTep

o gk~ wdE

Bomnpoc 21
YKaKuTe MpaBWIBHOE COYETaHHE JOKYMEHTOB B 00JacTH  CTaHJApTU3AINH,
UCIIONIB3YEMBIX Ha TeppuTopuun Poccuiickoii @enepariuu.

1. TEXHUYECKHE pErJIaMeHTHI, HallMOHAJIbHBIE CTaHAAPTHI, IIpaBuia
CTaHJapTU3aLUMU. . .

2. rOCyJapCTBEHHbIE  CTAaHAApPThHl,  IIpaBUJA  CTAHAAPTU3ALMUH,  CTAHIAPTHI
OpraHu3alui. ..

3. TEXHUYECKHE  pErJIaMEHThl, TOCYJAapCTBEHHbIC  CTAHAAPTHL,  CTAHAAPTHI
OpraHu3alui. ..

4. roCyJapCTBEHHBIE CTAHIAPThI, CTAHAAPTHI OpraHU3al|ui, CBOIbI IIPABUIL. ..

5. HallMOHAJIbHBIE  CTAaHAApPTHI, TMpaBWia CTAHAAPTHU3ALMH, KJIACCHU(PHUKAINH,

oO1epoccuiickue Ki1acCuPpuKaTopsl ...

Bomnpoc 22
VYxkaxute obmee uyucino [IpoueccoB sxu3HeHHoro mwmkina mnpoxykiuu (ITDKIIT),
onpezaeneHHbIx B ctannapre MCO 9001.

1. 5 TDKIIT

2. 7 TDKIII

3. 6 TDKIII

4. 8 TDKLIIT

Bompoc 23

VYKaxkuTe NpaBWIBHOE olpeaeneHue TepMuHa «KadecTBO» B COOTBETCTBHU €O
crangaproM MCO 9000.

1. CTEIEeHb COOTBETCTBHS COBOKYITHOCTH MPUCYILINX XapaKTEPUCTUK TPEOOBAHUSAM

2. CTCIICHb, C KOTOpOﬁ COBOKYITHOCTBb COOCTBEHHBIX XapaKTEPUCTHUK BBINIOJIHACT

TpeOoBaHUS



3. KJIacc, COpPT, KaTeropus WM pas3psil, MPUCBOCHHBIC Pa3IMYHBIM TPEOOBAHUSAM K
KaueCTBY IIPOLYKLHUH
4. NOTPeOHOCTh WITH OKUJAHHE, KOTOPOE YCTAaHOBIICHO MIIU SIBIISETCS 00I3aTEeIbHBIM

Bonpoc 24
Vkaxure npaBuwiIbHOE onpeaeneHue TepMuHa «CucreMa MEHEKMEHTa KadecTBa
(CMK)» o 1CO 9000/ISO 9000.

1. cMK — ckoopauHupoBaHHasi NIEATEIBHOCTh 10 PYKOBOJACTBY M YIPABJICHHUIO
opraHu3aleil IPUMEHUTEIBHO K KAYECTBY

2. cMK — cucrema MeHemKMEHTa JJI PYKOBOJCTBA M YIIPaBJIEHUs OpTraHU3aluen
MPUMEHHUTEIBHO K KaUYeCTBY

3. cMK — cuctema st pa3paOOTKU MOJMTUKH | 1SSl JOCTHXKCHHSI 3TUX TIENIeH

Bomnpoc 25

Jlaiite orpeneneHnue MOHITUSAM:

MacITabupyeMoCTh

JOCTYITHOCTh

yIPaBIsIEMOCTh

Bomnpoc 26

HazoBurte JABa OCHOBHBIX crrocoba AOCTYIIA K JaHHBIM U3 KIIMCHTCKUX HpPIJIO)KCHHfII

Bomnpoc 27
OnumuTe AOCTOMHCTBA NPUKIAAHBIX MPOTPAMMHBIX HHTEP(PEHCOB M YHHBEPCAIBHBIX
POTPaMMHBIX HHTEP]ENcoB

Bomnpoc 28
[lepeuncaure rinaBHble 3Tansl Kiaccupukauu UC

Bomnpoc 29
JHaiite orBeT Ha Bompoc: K 0CHOBHBIM mapamMeTpaM OnpeiesIeHus Kiacca 3aluIEHHOCTH
NC otHOCsATCA?

Bonpoc 30

Pacummdpyiite nepapxuto Kjaccos.
Tperbs rpymnmna —

Bropas rpynna —

IlepBas rpymnma —

JTaIOH OTBETOB

Howmep Bonpoca Bapwnant oTBera Homep Bonpoca Bapuanr oTBeTa

1 2 13 2
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12

1,4

24

25

MacmTabupyemMocTh —
OTCYTCTBUE
CYIIECTBEHHOTO
CHIDKEHHSI CKOPOCTH
BBITTOJTHEHUS
MOJIb30BATEIBCKUX
3aIpoOCOB IMPH
MIPONOPIIMOHATIEHOM
pOCTE KOJIMYECTBA
3aIpOCOB U armapaTHbIX
pecypcos,
HCIIOJIb3yEMBIX
cepBepoM 0a3 JaHHBIX;
JOCTYITHOCTD —
BO3MOYKHOCTh BCET/1a
BBIMOJIHUTh 3a1pOC;
HAJIC)KHOCTh —
MUHHMaJIbHAs
BEPOSITHOCTH COOECB,
HaJIMYHE CPECTB
BOCCTaHOBJICHHS
IaHHBIX TOociIe cO0EB,
WHCTPYMEHTOB
PE3EPBHOTO
KOITMPOBAHUS U
TyOTMpPOBaHUS TaHHBIX;
yIPaBJIIEMOCTh —
pOCTOTA
aJIMUHUCTPUPOBAHHS,
HaJIMYHE CPECTB
aBTOMATHYECKOTO
KOH(UTYpUPOBAHUS;
HAJINYKE CPE/CTB
3aIUThI JAaHHBIX OT
MOTEPH U
HECAaHKIIMOHUPOBAHHOTO
JOCTyTa; TOJIePIKKa
JIOCTYTIA K TaHHBIM C
nomortsio Web-ciyxo0;
MoJIIePIKKA
CTaHJAPTHBIX
MEXaHU3MOB JIOCTYTIA K
JTAHHBIM.

28

CO3JIaHMsI U aHAJIN3
WCXO/IHBIX JIaHHBIX;
IIOUCK OCHOBHBIX
npu3HakoB MC, HyKHBIX
U1 KIaccuUKaIuy;
aHAJIN3 BBISBJIECHHBIX
IPU3HAKOB;

npucsoenue MC
OIIpeJIeJIEHHOT 0 Kilacca
3allUTHI;

26

UCTIONIb30BAHUE
MPUKIIATHOTO
IIPOrpaMMHOT0
uHTepodeiica;
UCTIONIB30BAHUE
YHUBEPCAIBHOTO
IIPOrpaMMHOT0

29

yYpOBEHBb
KOH(HIEHIIMATLHOCTH
nnpopmanuu B UC
YPOBEHB MOJTHOMOYHI
cyobexToB nocryna MC
K KOH(UICHIINATbHON
WHpOpPMAIIUN PEKUM




uHTepderica. 00paboTku nHOpMaIUU
B UC (KOJIEeKTUBHBII
WJIM WUHJVBUAYAJIbHbIN)
27 JlocTouHCTBOM 30 Tpetbs rpynma —
MPUKIAIHBIX orpezenseTr pabory
MIPOrPaMMHBIX OJTHOTO TIOJIb30BATEIIS

uHTepdeicoB sBISETCI
WX BBICOKOE
ObICTpOACHiCTBHE, a
HEJOCTaTKOM —
HEO0XOIUMOCTh
W3MCHCHHUS
MIPOrpPaMMHOTO KO/1a
MIPUIIOKEHUS TIPH
U3MeHeHuu opmara
0a3bl JaHHBIX.
JIOCTOMHCTBOM
YHHUBEPCATBHBIX
MIPOrPaMMHBIX
uHTEpEICOB ABIICTCS
BO3MOYXHOCTh
MIPUMEHECHHSI OJHOTO U
TOT0 K€ IPOrPaMMHOTO
uHTepdeiica s
JIOCTYTAa K pa3HbIM
¢dbopmaram 6a3 TaHHBIX,
IIPH TOM, OJHAKO,
CHIDKaeTCs
ObICTpOACHCTBHE
00pabOTKH JaHHBIX U3-
3a HaJIN4us
JIOTIOJTHATEITHFHOTO
MIPOTrPaMMHOTO
JpariBepa.

JIOTIYIIIEHHOTO KO BCEM
nanaeiM AC,
pa3MelIeHHON Ha
HOCHUTENSX OJHOTO
YpOBHS
KOH(HUICHIINATBHOCTH.
Bropas rpynmna —
orpezenseT padoTy
ITOJIL30BaTEIICH,
KOTOPbIE UMEIOT
OJIMHAKOBBIE MpaBa
JI0CTyIa KO BCEM
nanabiM MC, xpanumoit
U (Un)
oOpabaThIBacMOii Ha
HOCHUTEJISIX Pa3HOTO
YpOBHS
KOH(UAEHIIMATIBbHOCTH.
[IepBas rpynna —
ornpezenser
MHOTOTIOJIb30BaTEIbCKHE
UC, rae onHOBpeMeHHO
XPaHUTCS U (WK
oOpabaTbIBarOTCs
JTaHHBIE PA3HBIX
YPOBHEU
KOH(UICHIIMATEHOCTH,
Y HE BCE T0JIb30BaTEIN
MMEIOT JIOCTYTI K HEM.

2.3 Kommiekr KOHTPOJIbHO — OHCHOYHBIXCPEACTB TCKYLICT0 KOHTPOJAIIO yqeﬁﬂoﬁ

npaktuke YII 07

®opma Tekyulero koHTpoas:IIposepounas pabora: MOHUTOPUHT cepBepa U OPTOB

TumnoBoe 3a1aHue: HpOBeI[eHI/Ie MOHUTOPHHTA CEPBEPa U IMOPTOB
YciaoBus BLINOJIHEHUS 3aJaHUS: HHIAWBUIYAJILHO

MecTo npoBeaenus:nadoparopusi«lIporpammupoBanus 1 6a3 JaHHBIX)

MaxkcumMaJjibHOe BpeMsi BBINNOJIHEHM S 3aJaHUA 6 gacoB

HHCTPYKI[HOHHA KAPTA

MarepuanbHo - TexHu4eckoe ocHameHue: O00py1oBaHUE U TEXHUUECKHUE CPEACTBa y4eOHOro
KabuHera 1 pabounx mectiaabopatopun «lIporpammupoBanus u 06a3 JaHHBIX»

XapakTep BbINOJHEHUs] pa00ThI: 00yJarOIIHeCs BHITOIHAIOT paboTy HHANBUAYAIBHO
IHocenoBaTeIbHOCTE TEXHOJIOTHYECKHUX ONepanui

BHuMaTenbHO MpounTaiiTe 3a1aHue.




BrmosaNTE 3a1aHIS

Pe3ynbTathl BBIOTHEHUSI TPOBEPOYHON paOOTHI 0POPMIISIFOTCSL B BHJIE OT/ACIBHBIX (aiiyioB
COOTBETCTBYIOIINX GopMaToB U coxpanstorcs Ha [1K.

J11s IpOBEPKHU M OLICHKH PE3YJIbTaThl BHITOJHEHUS MPOBEPOYHOM pabOThI MPEOCTABIISIOTCS
KOMHUCCHHU B DJICKTPOHHOM BHUAC.

B MMpOUECCC BBIIIOJIHCHUA 3aJaHUs BbI MOXKETE BOCIIOJIB30BATbCA METOANYCCKUMU
MOCOOMSIMH, TIPEIOCTABIICHHON yU4eOHOM TMTepaTypoit u nHpopmarmeit cetn MHTEpHET.

IMpakTnyeckune 3a1aHusA

1. Mensiem yueTHyto 3anuch aamuHuctpatopa(llonbp3zoBaTens AAMUHUCTPATOP CIYCTHIM
[IapoJIeM — 3TO YSI3BUMOCTh) (YOMpaeM ysi3BUMOCTB1)

IIpu ycranoBke Windows XP B aBTOMarWuuecKOM peXHMME C HACTpPOWKaMHu IO
YMOJYaHHUIO MBI MMEEM TIOJh30BaTENII AJIMHHUCTPATOP C MyCTHIM Tapoiem u jroboi User
MokeT BouTH B Takoi [IK ¢ mpaBamm aamuHUCTpaTtopa. UToOB! pemmTh IPOOIEMY BBITOTHUM
KOMaHay Moiikomnbrorep-Ilanenn ylpaBJ/ieHUsA-AIMHUHUCTPUPOBaHKe- Y IPABJICHHE
KoMnbloTepoM-JlokanbHble moJib3oBartean-Iloab3oBarenu (puc.l).

g YNPaBNEHUE KOMNBHOTEPOM (NoKant | ma MonHoe MMA

= m Gnymeﬁnue NporpamMMbl ‘

= g OBwme nanku P 3aAaTh Naponb...
& NokanbHbIE NONB30BATENM ||
£ NMonbzosaTenm Bce 3aaa4M i
' (1 Mpynnel Y AanTh
: I—'% AHCNeTHE YCTPOHCTS MeperMeHoBaTh
= @ 3anoMMHaIOWHE YCTPOMCTES
% YNpasneHue AUCKaMK CBOHCTBa
+ @,‘3 CnyxBbl ¥ NpHUNOXKEHNA -

Puc. 1 - Oxkno Ynpasnenue komnviomepom

3nech MO IIENMYKY NpaBOM KHONKOM MBIIIM Ha AJIMHHHCTPATOPbl 3a1aJUM
aAMMHHMCTPATOPY Mapoiib, Hanpumep, 12345. Teneps B OKHE AAMMHHCTPHPOBAHHE 3alJIEM B
JlokanbHyo mouutuky Oe3omacHoctu./lanee wugem mno BeTrkaMm jepeBa:  JlokanabHbIe
noautuku-Ilapamerpbr  0e3onmacHocTH-Y4deTHble 3anucu: IlepemMeHoBanMe y4yeTHOH
3anucu AAMuHHCTpaTop (puc..2).

@ I:IapaMETDbI Ge30nacHoCTH MonuTHka MNapameTp Gesona
@ ITQ MoAnTHKK YHETHBIX 33N | (8 Cetepoii gocTyN: He paspewaTs ... BKAKoYeH
- (Q {IOKa"be'e nofT @"]CeTeBoﬁ AOCTYN: HE PaspelaTts ... OTKAHYeH

‘+ ‘_j fotdanaca ayanta @CeTeBoﬁ AOCTYN: HE Pa3PeWaTe ... OTKNHYEH

% [ Hasnauenve npas nor @Cem‘eaoﬁ AOCTYM: NYTH B peecTp... SystemiCurrentCol

B W: ] MapameTpe! BesonacH

(-] MoAMTHKK OTKpBITOrO KAk
[+ MoAMTHKK Or paHUHEHHOrC

f A
?-l»f CeTesoH AoCTyN:
I ~

ﬂ'of CeTeBon A0CTYN:

paspewatb aH... COMNAP,COMNOLC

COMCFG,DFS§

+

paspelwarb aH...

& S e et e eta st @CeTeaoﬁ AOCTYN: Pa3pewaTte Np...  OTKAHYEH
@Cnnemneﬂ KpuNTOrpadma: ucno...  OTKNKYEH
@Cncremr«ble ofbekTel: Bnaaeney ... Cosaatens obbex
@Cnnennble 0BBEKTEI: YCMAMTE p...  Bro4eH
@Cnnemnme 0B BEKTEI: YUMTBIBAT... BKAHOYeH
@{'l)’cmoﬁc-rsa: 33NPETHTE NONB30B... OTKMHYEH
@ycmoﬁcrsa: NOBEAEHHE NPK YCT...  YCNEWHaA yCTaHoE
@ycwoﬁcraa: paspewarb OTCTBIK, .. Brnro4eH
E?,';_{]anoﬁcma: paspeweHo GhopMaT... AAMMHMCTPATOPBI
%9 YCTpoACcTBa! paspewnTe A0CTYN ... OTKAKHYEH
@ycmoﬁcma: Pa3peWwnTL A0CTYN .., OTKAHYEH
@yqemme 3aMNHCH: OFPaHKYKTE MC...  BrAroYeH
@Yuemme 3anuck: MeperMMeHoBaH. .. AAMHHWCTPaTOP

Puc. 2 - Haxooum 6 cucmemnom peecmpe 3anuce llepeumenosanue yuemuou 3anucu

Aomunucmpamop




31ech nonb30BaTelsi AAMHHUCTPATOP 3aMeHuM Ha Admin (pHc 3)

CBOWCTBA: YUETHDbIE 3anucu: MepevMeHoBaHWe YHETHDM 3anucH..,

MapameTp AokanbHOM Ge30MacHOCTH I

YuyetHole sanucu: NepermeHoBaHue YYeTHON 3anucu
SAMUHWCTPATOPa

|Admin

0K I OrtmeHa I MpureHuTE

Puc. 3 - Ilonvzosamento AOmunucmpamop npuceausaem Ho8oe UMsl

[Tepezarpyxkaem OC. Ilocne Hammx AeHCTBUI MOMy4Ywiachk ydeTtHas 3amuch Admin ¢
naposieM 12345 u npaBamu a,Z[MI/IHI/ICTpaTOpa (puc. 4).

Wenkryme tms nons3osamens
N An#exoda o cucmemy

Mu: rosoft

ll Windows*®

@ BulxiounTs KeMNbioTED

oimw
Puc. 4 - Oxno exooa ¢ OC Windows XP

Bce, Temepr MBI MMeeM MOJIb30BATENIsI AJMMHHCTPATOP C TMapojeM, OJIHAa U3
YA3BUMOCTEN CUCTEMBI YCTPAaHEHA.

Onepaumo MO0 USMCHCHUIO UMCHHU ITOJIB30BATECIIA U 3aJaHUIO ITapOJId MbI TaKKC MOTJIN OBI
BBIIIOJHUTh 0€3 HCIOJIB30BAHUS CHCTEMHOT'O peecTpa, HCIOJIb30BAB OKHO Y4eTHbIE

3aMHMCUII0/Ib30BATEIeH, 9T ropas 1o npome(puc.5).
=
& 152 g B8 ssion

& S YHeTHbIE SanicH

O6yuene

3] Vuerre sy
_J Tvmbl 742 THDIY 3anMced

“cnkzosaTensit Bb|69pMTe 3aAaHUe...

2 TepeKn-ennz
JcnezoEaTENN
®  VisMEHEHHE Y-8 HIF 33T

®  Co3asHAS yeTHGN sEHCH

® Vismemenn: 53UAd 111 bsUBa vAIGH B LI Ey

WAH BbIGEpUTE HIMEHASMYIO YUSTHYIO
3anuck

Admin = nerh
ABMHIACTpaTEp <CMNL OTCPa YHOTIEA KaHCL TOCTA
3aUHTa 1EPONZN OTKAKYEHS

Puc. 5 - Oxkno Yuemmnuie 3anucu nonvzosameneti
VYuernast 3anuch ['octe mo3Bonser BxoauTh B IIK u paborats Ha HeM (Hampumep, B
WnuTepHer) 0e3 HCIOJIb30BAHUS CHEUAIBHO CO3/IaHHOW ydeTHOM 3amucu. 3amuch ['ocTh He



TpeOyeT BBOJAA MApoJs U MO YMOIYaHHUIO OJMOKHpOBaHA. ['OCTh HE MOXET yCTaHaBJIMBATh WM
yJAJIATh IPOrpaMMBbl. DTy YUETHYIO 3aIIUCh MOKHO OTKJIFOUHMTb, HO HEJIb3s YAAIUTh.
2. Jle1aeM OKHO NIPUBETCTBHSA MYCTHIM (YOMpaem yA3BUMOCTH 2)

VY Hac OKHO BXOJla B CUCTEMY COJIEPKUT MoJcKa3ky Admin, gaBaiite ee yoepeM, crenan
OKHO NycThIM. Il Hayajla B OKHE Y4eTHbIe 3alMCH MOJIb30BaTeJleH >XMEM HAKHOIIKY
HN3menenne Bxoaa moJib3oBateeii B cucreMy u yoepem ¢iaxkoxk Mcemoab3oBaTbCTpaHHILY

npuBercTBus (puc.6u puc.7).
o‘u.m Q} @8 oo

OGyuenne ~§  Yuernwie sanucn nons30BaTeneH

|2) VueTreie sanncd
_?J Trne! ywcvmx}mmeﬁ
- e BbiGepute 3aaaHue...

®  V3MeHEHNE YHETHON 3aNMOH

®  Co3aaMMe yHNeTHON 3anMcH

l ®  M3MeHeHe BXOAS NONBIOBATENEN B CHCTEMY ]

UAU BbiGepuTe N3MEHSAEMYIO YUETHYHO
3anucb

Admin focre
E sl a bbbl
Puc. 6 - Oxno Yuemnwie 3anucu noavzoeamerei

i YueTHbie 3anmcH nonb3oBaTEneH ~ii =10l x|

@"m- Q) 82 Aonois

PoACTBENHbIE 3aAa44

Vrpasnetise yueTHEmMN
33MCA

Bbi6op napaMeTpoB BX0Aa U BbIX0AA U3

CUCTEMDI
Obyyerme

[™ Acnoms30sars, crpamayy npksetcrom|
@) Tepaerpuisxona s OKHO MPHBETCTEHA NOJBONAST BEINOANMTE BXOA B CHCTEMY NPOCTHIN WENKOM Ha Baweit
cHcTeny yWeTHOR 3anmcH, Ans ™ Ta

HCNONb30BATH KNSCCHUECKHIA BXOA B CHCTEMY, KOTOPLW TPEGYET 0T Nons308aTenel 58043
MPEHH YHETHOM 330MCH W NAPONA.

I™ McnomsaopaTe BuicTpoe nepexmovenve nonb3opaTeneH
Bict :

nons308

ICTPO B8

iy

omens |
Puc. 7 - Youpaem ¢raxcox Hcnonvzosame cmpanuyy npusemcmaeust

Tenepb MoBbICUM 0€30MACHOCTH CETH €IIle Ha OJIHY YCIIOBHYIO CTYIIEHb, CZefiaB 00a Mo
OKHA MPUBETCTBUS yCThIMHU (pHC. 8).

Bxopn B Windows

!
!

€)1985-2001
Kopoopauy Msskpocodr

Monb3oBaTens: \ USEI‘l |

Naponb: i i

Puc. 8 - Obe cmpoxu 0annozo okna coenaem nycmuimu

Breimmonaum KOMaHIy IManenn ynpaBJieHUs-AIMUHUCTPHUPOBAHUe—
JlokaIbHBIENOJTUTHKH 0€30MacHOCTH - JIokajibHbIe MOJUTHKY - [lapameTpsl 6e30nmacHoCTH
- HHTepakTHBHBII BX0JA: He O0TOOpaXkaTh MOCJEeJHEr0 HMMEHH MO0Jb30BaTENs.OTy
3aIMMChHE00X0IMMO BKITFOUHTH (pHC. 9).



Kowcont. Aeﬂcm B Cpsera CDORCTDA: VNTEDAKTHDHBE BXOA B CHCTENY: HE a 21x
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[ Napawerpei besonacwoctn | Mommaca
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B CHeTEMy.
WvE NONB30BATENA
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:'}ﬂ[]bcvynv:cem: Paspe - Orxpoes
[#¥) 33sepuwere patiote:
[8¥)3anepuweree pabores:
[88)repaxmvesii exon
[BE)vrreparTrennsi sxon
[38)repaktvesiii exon
[BE)vrepartrenssi exon
[88]repak s exon
J]varwa:mm 8x08
[BE)reparieriri exon
B repar e sxon
[88)vreparmiessi exon
B mreparienesi exon

Puc. 9 - Akmusupyem nepexnrouamens Brarouums

Teneps mocrne 3aBepuIeHUs ceaHca MOJIb30BaTelNb JOJDKEH yraJlaTh He TOJIbKO Hapoib, HO
1 uMs nosb3oBarens (puc. 10).

Bxoa B Windows

»
i

MonbsoBaTens: \ |

Maponb: ‘

Puc. 10 - Obe cmpoku okna npusemcmaeus nycmol

BrisiBi1eHHE ceTeBBIX YA3BUMOCTel ckaHupoBanueM nopros 1K
3M0YMBIIICHHUKH HCHOJB3YIOT CcKaHupoBaHue mnoptoB IIK pamns  toro, 4roObl
BOCIIONIb30BaThCs pecypcamu ayxoro I1K B Ceru. [Tpu sTom Heo6xoaumo ykasats IP agpec I1K
U OTKpBITHIA poOrt, k npumepy, 195.34.34.30:23. [locne 3TOro HpOMCXOJUT COEIUHEHHE C
yaaneHHbM [1K ¢ HeKoTOpo# BEpOSITHOCTHIO Bxoaa B 3TOT [1K.
TCP/IP port — 310 aapec ompeneaeHHOro cepBuca (MPOrpaMMbl), 3alyIICHHOTO Ha

JaHHOM KommbroTepe B Internet. Kaxaplli OTKPBITBI MOPT — NOTEHIMAIbHAS JIa3eMKa AJIs
B3nomuinkos cetet u [IK. Hanpumep, SMTP (otnpaska noursr) — 25 nopt, WWW — 80 nopr,
FTP —21 nopr.

Xakepbl CKaHUPYIOT MOPTHI JUIsL TOTO, YTOObI HAaWTH JBIpKY (0ar) B ornepannoHHOM
cucreme. [lpumep ommbOKu, ecnu aJAMHUHUCTpATOp WM mnonb3oBarenb [IK oTkpbul momHbIN
JIOCTYII K CETEBBIM pecypcam JUIsl BCEX WM OCTABHJI ITyCTOM MApOJIb HAa BXOJ K KOMIIBIOTED.

OnHa U3 QyHKIMA aAMUHUCTPATOPA CETU - BBISIBUTH HEJIOCTATKU B (DYHKIIMOHHPOBAHUU
CeTH M YCTpaHWUTh HX. [|JI1 3TOro HY>KHO MPOCKAHUPOBATH CETh U 3aKpPbITh (OJIOKMPOBAThH) BCE
HeoOs13aTenbHbIe (OTKPBITHIE 0€3 HEeoO0XOAMMOCTH) ceTeBble MopThl. Hipke, ans mpumepa,
HpellCTaBJ'IeHBI cityx0b1 TCP/IP, KOTOpbIE MOXKHO OTKJIFOUUTH:
- finger — nmosnyuenne nH(GOpPMAIMHK O MOIH30BATEIIAX
- talk— B03MOXKHOCTH OOMEHA TAHHBIMHU 110 CETH MEKIY MMOJIB30BATEIIIMH
bootp — npexocraienue KIMeHTaM HHQOPMALIUK O CETH
- systat — monydyenre HHPOPMAIHH O CUCTEME
netstat — nosnyuenue nHpoOpMaIMK O CETH, TAKOW KaK TEKYIIMe COSIMHEHUS

rusersd — mosydeHue HHGOPMAIHH O TIOJIB30BATENSX, 3aPETHCTPUPOBAHHBIX B

JNAHHBIN
MOMEHT

IIpocMoTp aKTHUBHBIX NOAKJIIOYeHHH yTHIMTON Netstat



Komanna netstat o6ianaer HabopoM Kirouei A1t 0TOOpayKeHHsI TIOPTOB, HAXOASIIUXCS B
AKTHBHOM W/WJIM ACCUBHOM COCTOSIHUU. C ee MOMOUIbI0 MOKHO MOJYYHUTh CIIUCOK CEPBEPHBIX
MPWIOKEHUH, pa0dOoTalNUX Ha JAHHOM KOMITbIOTEpE. BOJBIIMHCTBO CEPBEPOB HAXOIUTCS B
pexume LISTEN— oxunanue 3anpoca Ha coequnenue. Cocrosane CLOSE_WAIT o3naugaer,
yro coeauHeHue pasopBaHo. [IME_WAIT — coennHenue oxunaer paspeiBa. Ecin
coenuHeHre Haxoautcs B coctosHud SYN_SENT, To »TO0 03HawaeT Hajmuyme Impoiiecca,
KOTOpBII TbITaeTcs, ycTaHOBUTh coenuHeHne ¢ cepBepoM. ESTABLISHED — coenunenus
YCTaHOBJICHBI, T. €. CETEBBIE CITYXKOBI pab0OTAOT (MCIIOIB3YIOTCS).

Wrak, komaH/a netstat ToKa3pIBaeT COACPKUMOE PA3IUIHBIX CTPYKTYP JaHHBIX,
CBSI3aHHBIX

C CEThIO, B pa3NUYHBIX (popMaTax B 3aBUCUMOCTHU OT YKA3aHHBIX ommuid. J{iis
cokeToB (mporpaMMHbIX HHTep(hericoB) TCP nomycTumsl cienyromme 3HaYeHUsI COCTOSTHHS

- CLOSED — 3axpeiT. COKeT HE UCTIONb3YeTCH.

LISTEN — Oxunpmaer BXOIAIIMUX COEIUHEHUN.

- SYN_SENT — AKTHBHO TIBITa€TCSl YCTAHOBHUTH COCIMHCHUE.

- SYN_RECEIVED — Hner HavanpHasi CAHXPOHHU3AIMS COCTUHCHUS.

ESTABLISHED — Coenunenue ycranosieno.CLOSE WAIT — VY panennas cropoHa
OTKJIFOUUJIACH; OKHUIaHUE 3aKPBITHS COKETA.
- FIN_WAIT_1 — Coxker 3aKphIT; OTKJIFOUEHHE COSTUHEHUSI.
CLOSING — Coxkert 3aKkpbIT, 3aTeM yAalleHHAas CTOPOHA OTKJIIOUUIIACH; OXKHIaHUE
MIOITBEPIKICHUSI.
LAST_ACK — VY nanennasi crTopoHa OTKIIOYHIACK, 3aTEM COKET 3aKPBIT; OXKHUIaHUE
MIOITBEPIKICHUSI.
- FIN_WAIT_2 — Coxker 3aKkpbIT; O)KUJaHUE OTKJIIOUEHHUS yIATCHHON CTOPOHBI.
TIME_WAIT — Coxker 3aKpbIT, HO O)KUJA€T MAKEThI, €I1€ HaXOIALIUECS B CETU AJIs
00paboTKu
IIpumeyanue
Urto Ttakoe «cokeT» nosicasiet puc. 11. ITpumep cokera — 194.86.6..54:21

T

CeTeBOW YPOBEHb

KaHanbHbIW YpoOBeHb

PUIUYECKHHN YPOBEHb

( Hasaa ) ( naysa ] [mepen)

Puc. 11 - Cokem amo Ne nopma + IP adpec xocma

IIpakTnyecknii npumep. O0Hapyxenue oTKpbIThIX Ha IIK moproB yruiuroi
Netstat /1y BEIMOTHEHHS MPAKTUYECKOTO 33/1aHNs HAa KOMIIBIOTEPE HEOOXOJUMO BBIIIOJIHUTh

komauay Ilyck-BuimoaHuTh. OTKpOETCS OKHO 3amycK MpPOrpamMmbl, B HEM BBEIUTE
komany cmd (puc. 12).



3anyck nporpaMmbl 3 2| x|

~ BeeanTe MMA NporpamMbl, Nankv, A0KYMEHTa MK
E} pecypca MHTepHeTa, » Windows oTKpoeT ux.

OTKpbITb: I cmd| ﬂ

o]

Puc. 12 - Oxno 3anyck npoecpammol

OTMEHa | OB630p... I

UrtoOb! BbIBECTH Bce akTHBHBIE noakioueHus TCP u mpociyimBaemMble KOMIIBIOTEPOM
noptel TCP/ UDP BBenute komanay netstat (puc. 13). Mo Buaum JlokansHoro aapeca (310 Baml
I1IK) mpocnymmBatorcs 6 moptoB. OHM HYKHBI JUJIsl TIOJIEPKKH ceTH. Ha nByx mopTax Mbl
BuauM pexkxuM ESTABLISHED — coennnennst ycTaHOBIIEHBI, T. €. CETEBBIE CIIY>KOBbI pabOTaIoT
(ucnonp3yrotcs). Yetsipe mopTta ucnosb3yrorcs B pexume TIME_WAIT — coenunenue
OKU/IaeT pa3phiBa.

AKTUBHbIE NOoOAKAKXYEHUA

CocroaHue

Hma
TCP
TCP
TCP
TCP

flokaabHuK anpec

BHewHnu# anpec

localhost:3087
localhost:3086
localhost:1110
localhost:1110

D:3086
D:3087
D:3414
D:3416

ESTABLISHED
ESTABLISHED
TIME_UWAIT
TIME_UWAIT

TCP D:3415
TCP D:3417

OCSP.AMS1 .UERISIGN.COM:http TIME_UWAIT
OCSP.AMS1 .UERISIGN.COM:http TIME_UWAIT

D:\Documents and Settings\110>

Puc. 13 - Cnucok akmusHnvix nooknouenuti Ha mecmupyemom IIK

3anycrute Ha Bamem [1K MHTepHeT u 3aiiauTe, Hanpumep Ha WWW. yandeX. ru. CHoBa
BbINOJHUTE KoMaHy hetstat (puc. 14). Kak Buaum, 100aBUI0Ch HECKOJIBKO HOBBIX aKTUBHBIX
MOPTOB C UX PA3TUYHBIMU COCTOSIHHSIMH.

D:\Documents and Settings\110>netstat

AKTUBHME noax ARuYeHUun

flokaabHwK anpec Cocrosinue
D:1110 > st:343 TIME_WAIT
1110 8 K TIME_UAIT
0 3@ TIME_VUAIT
0 oc 2 TIME_WAIT
2 TIME_WAIT
ESTABLISHE
TIME_W
ESTABL

|
:1
=1
1110

1110
0
0 0
0 : 4 TIME_W
a :

|
2
8

|
11
11
11€
:111€
110
116
116
K ESTABLISHE
STABLISHED
TIME_MAIT
TIME_WAIT
TIME_WAIT
ESTABLISHED
TIME_VUAIT
ESTABLISHED
TIME_UAIT
TIME_WAIT
TIME_NAIT
TIME_WAIT
tar.zlb.phx.mozilla.net:https TIME_WAIT

static.yandex.net:http TIME_WAIT

mc .yandex.ruzhttp ESTABLISHED
vandex.net:http ESTABLISHED
vandex.net:http TIME_WAIT
ndex.ruzhttp TIME_WAIT
vabs .yvandex.ruzhttp TIME_WAIT

Puc. 14 - Axkmuensie nooxnrouenusi npu pabome IIK ¢ Humepnem Komanna netstat
uMeeT cheayromue oniuu — tadin. 1. Tabmuma 1 - Kimtoun ans komanas! netstat

Onuus
(kJ1104) Haznauenue
a [loka3bIBaTh COCTOSIHHE BCEX COKETOB; OOBIYHO COKETHI, UCIIOIb3yEMbIe CEPBEPHBIMU

[poHccCaMu, HC MMOKA3bIBAKOTCH.
[loka3bpIBaTh aapeca TIFOOBIX YHOpaBJIAOIIUX OJIOKOB MIPOTOKOJIa, CBA3aHHBIX C COKETaMU;

-A




[Toka3bIBaTh COCTOSIHIE aBTOMAaTHYECKH CKOH(PHUTYpUpOBaHHBIX (auto-configured)
aTepdeticoB. HTepdeiichl, cTaTnuecKu CKOHPUTYPUPOBAaHHEBIE B CUCTEME, HO HE
HaliJeHHbIE BO BPEMsl 3arpy3KH, HE IOKA3bIBAIOTCS.

[Toxas3pIBaTh CeTEBHIE apeca Kak gucia. netstat 0OOBIIHO MTOKa3BIBACT aapeca Kak CHMBOJTHI.
DTy ONIMI0O MOKHO MCIIOJIB30BATh C JIIOOBIM (hOPMATOM TOKa3a.

[loxazaTh TaOmMIEl MapmpyTH3auy. 1lpyr CTIOIR30BaHHUH C OIIIUEH - S, ITOKA3BIBAET
CTATUCTUKY MapUIPYTU3AIINH.

-S

[loxa3aTh CTaTUCTHUYCCKYIO I/IH(l)OpMaI_II/IIO 110 IPOTOKOJIaM. HpI/I HCIIOJIB30BAHUU C OHHI/ICI‘/'I
- T,
[TOKA3bIBACT CTATUCTUKY MaplIpyTU3alluu.

-f
CEMENCTBO
aIpecoB

OrpaHu4nTh IOKa3 CTATUCTUKH WIK aPECOB YIPABIISIOMINX OJIOKOB TOIBKO YKa3aHHBIM
CEeMECTBOM _aJIpecoB, B KaueCTBE KOTOPOI0 MOKHO yKa3biBaTh:inet J{is cemeiicTa
anpecoB AF_INET unu unix J{ist cemeiicta aapecoBAF_UNIX.

-l
mHTEepheic

BrinenuTs nHQOpMaIuio 00 ykazaHHOM HHTep(deiice B OTAETBHBIN CTONOEI; 1o
YMOTIaHHIO

JUTS TpeThel (hOPMBI KOMaHIBI) UCTIONB3yeTCsl HHTEpdEiic ¢ HanOOIBITNM 00bEMOM
nepenanHoi HHpOpPMaLUK ¢ MOMEHTA TTOCIIeIHEH Mepe3arpy3Kku cucTeMbl. B kauecTse
pHTEepdelica MOXKHO YKa3bIBaTh JII000W U3 HHTEP(EiCOB, IEpEUHCICHHBIX B (haiiie
[KoHuUryparmu cuctemsl, Hanpumep, emd 1 wmu 100.

(OT0Opa3uTh nAeHTU(UKATOP/HA3BaHNE TPOIIeCcca CO3/IABIIero CoKeT (-p, —programs
display

P1D/Program name for sockets)

IIporpamma NetStat Agent

[IpencraBpre curyanmio: Bame HHTEepHET-COeAMHEHWE CTano padoTaTh MEJICHHO,
KOMIIBIOTEpP ITOCTOSIHHO 4TO-TO KadaeT u3 Cetu. Bam nmomosxer nporpamma NetStat Agent. C ee
IIOMOIIIFI0 BBl CMOXETE HAWTW NPUYMHY NpoOieMbl W 3abimokupoBarh ee. MHaue roBops,
NetStatAgent —mosne3Hbiii HaOOp MHCTPYMEHTOB Ul MOHUTOpHHra MHTepHeT coeanHeHHi
uauardoctuku cetu. [Iporpamma mosBossier orcnexuBarb TCP u UDP coenunenust na IIK,
3aKpbIBaTh HEXKEJATENbHbIE COCIUHEHMs, 3aBepLIaTh IMPOLECCHl, OOHOBIATH U OCBOOOXKIATh
DHCPHacTtpoiiku amanrtepa, MpoCMaTpUBaTh CETEBYIO CTAaTHCTUKY Ui anantepoB u TCP/IP
IPOTOKOJIOB, & TAKXe CTPOUTh rpaduku a1t komans Ping uTraceRoute (puc. 15).

# Netstat Agent 3.0 - Pycckan Bepcs =loix
OFin YiuwTel Bna Dovows

(5 oreer | & B otwonms (5 aosaonrs B Cromrars (VS Crexewe A onom @ Nowouss
LH %55 0 o () \)

\{ W Coepmennn | Momrrop | fveneruep ¥yphance

e n...| nox. Aspec | nox. ... | vaan. Aspec [ yaan...| crarye | npouecc | crpana | «]

TP 0.0.0.0 135 NjA NA LISTEN  —Jsvchost.exe

(D) Ststies =

. TP 0.0.0.0 445 NA NjA LISTEN  System

‘:} 1P Config TP 0.0.0.0 912 A A LISTEN Evmwar:-aum..
TCP 0.0.0.0 110 NA NjA LSTEN  Javp.exe

B e TCP 127.0.0.1 1037 NjA NjA USTEN  lalg.exe

. TCP 127.0.0.1 3559 locathost 3560 ESTABLISHED (@ firefox.exe

\g@ DNS Query TCP 127.0.0.1 3560 locahost 3559 ESTABLISHED (@ firefox.exe
TCP 192.168.1.3 139 NjA /A LISTEN ) System

"“i 1P Routes LUOP 0.0.0.0 445 N/A NiA LISTEN  —System
LOP 0.0.0.0 500 NjA NjA LISTEN lsass.exe

g ’ Ping LOP 0.0.0.0 4500 N/A NjA LISTEN lsass.exe

LOP 127.0.0.1 123 NA NjA USTEN  svchost.exe
&@ Tracer LOP 127.0.0.1 1900 N/A NjA ustEN 3
LDR 192 1631 3. 123 AL A LISTEM. "leuchast eve.

’Q Whos Lr Ping @ Trace Q Wheis

g% HITP Checker  TIPOTOKON Craryc ﬂ

svchost.exe

ok aapec ¥aan. aapec
Tlok. noot ¥aan, noot
[Coennenve | Mpousce Moaymt

TCP: 8 UDP: 9 Npasnna; 0 ABTO ObHoBNEHMe: BN, |3amnce: BLikn. ObHoenen: 11:42

Puc. 15 - I'nasnoe okno npoepammer NetStat Agent B coctaB nporpammbl NetStat Agent
BOILUTM CJIEYIOUINE YTUIHUTHI:
NetStat —orcnexxuBaeTTCPuUDPcoenunenns [TK(pu a3Tom
oToOpaxkaeTcareorpapuueckoe MECTONOJIOKEHHUE YIaTIeHHOTO CepBepa U UMs XOCTa).
IPConfig —oto0paskaeT cBOICTBa CETEBBIX aJaNTEPOB U KOHPHUTYPALIHIO CETH.
- Ping —mo3BomnseT npoBepHUTh TOCTYTHOCTh XOCTa B CETH.
- TraceRoute —omnpenenser MapuIpyT MEX/ly BalllUM KOMITbIOTEPOM U
KOHEUHBIMXOCTOM, coobmmas Bce [P-anpeca mapmpyTu3aTopos.



DNS Query —mnoaxrogaercs KDNScepBepy U HaXOAUT BCIO HH(DOPMALIHIO O
,I[OMCHG(IP aapec cepBepa, MX-3anucu (Mail Exchange) u ap.).
- Route —otobpaxkaeT u mo3Bosser uaMeHsATbIPmapmpytsr Ha I1K.

- ARP —orcinexnBaeTARPu3MeHEHNS B TOKAIILHOM TaOJIMIIE.

- Whois —1103BoJ1sieT 1oIy4uTh BCIO AOCTYIHYIO HH(popMaiuto o0IP-anpece wiu
JIOMEHE.

HTTP Checker —momoraet npoBepuTh,10CTYIHBI JiK Baiiii BeO-CalThlI.
Statistics —rmoxka3biBaeT cTaTUCTHKY ceTeBbIX HHTEpdericoB nTCP/IPpoTokosioB.

Cxanep nopros Nmap (Zenmap)

Nmap —monynspHbli CKaHep TMOPTOB,KOTOPBIM o0OcieAyeT ceTb M NPOBOJIUT
aymut3anuTel. cnons3oBaics B puisMe «Marpuina: [lepe3arpy3ka» npu B3JI0Me KOMITBIOTEPA.
Hama 3amaua He B3nomarh, a 3amuTuTh [IK, MOCKONBKY OZHO M TO XK€ OpPYXHE MOKHO
MCIIOJIb30BaTh KaK JIJIsl 3aIUTHI, TaK U JJIs HamaaeHus. MlHade ToBops, CKaHEpOM MOPTOB NMap
MO>KHO OIPEAETUTh OTKPBIThIE OPTHI KOMIIBIOTEPA, a JIJIsl O€30MaCHOCTH CETH IMOJIb30BATENSIM

PEKOMEHYeTCs! 3aKPBITh AOCTYII K THM IOPTaM C MOMOIIIBIO Opanamayapa (puc. 16).
-loix

Craposanve  MHcTpynenTol  Mpodwne  Momows

Uens. Iwu :J Mpodwne ]lnlmscscm L] .‘Cmvvm-ﬂ!‘l _J

Komanaa [nmzp T4 -A-v yaru

¥ocTel Cepences I Breoa Nmap |nopm | XocTe! I Tononorva I Aetami xocTa l Crarmposarme |

o [rmp 748 yaru =l Aevam

A yaru(213.180.193.

Starting Nmap 6.01 ( htetp://nmap.org ) at 2012-11-11 11:54 Mocmoscroe
spar (Boa)
MSE: Loaded 93 scripts for scanning.
WSE: Script Pre-scamming.
Initiating Piag Scan at 11:54
Scanning ya.ra (213.180.193.3) (4 ports]
Completed Piny Scan at 11:54, 0.13s elapsed (1 total hosts)
Initiating Parallel DN$ resolution of L host. at 11:54
Completed Parsllel DNS Lue of 1 host. at 11:54, 0.00s elapsed
Initiating STV Stealth Scan at 11:54
Scanning ya.ra (213.180.193.3) (1000 ports]
Discovered opsn port S0/tcp on 213.180.193.3
Conplated SYN Stealth Scan at 11:54, 4,315 elapsed (1000 total ports)
Initiating Secvice scan at 11:84
Scanning 1 service on ya.ru (213.180.193.3)
Coupleted Service scan at 11:55, 6.47s elapsed (1 service on 1 host)
Initiating 05 detection (try $1) against ya.ru (213.180.193.3)
Retrying 0S detection (try #2) against ya.ru (213.180.193.3)
Initiating Traceroute at 11:55
Completed Trazeroute at 11:55, 3.05s elapsed
Initiating Parallel DNS resolution of 10 hosts. at 11:5§
Completed Parallel DNS resolution of 10 hosts. at 11:55, 0.0ls elapsed
NSE: Scripr sranning 213.180.193.3.
Initiating NSE at 11:55

q #| Completed NSE at 11:55, 1.20s elapsed

l Husp scan rep>rt for ya.ru (213.180.193.3) =~

Puc. 16 - Unmepdpeiic npoepammor Nmap

OOBIYHO TSI TOTO, YTOOBI MPOCKAHUPOBATH BCE MOPTHI KAKOTO-THOO KOMITbIOTEPA B CETU
BBOAUTCS  KomaHma Nmap-pl-65535 IP-agpec_kommbiorepa wm  nmap-sV  IP-
ajpecKOMNbIOTepPa, a JUid CKaHMPOBaHMS caiiTa—komanganmap —sS —sV -O - PO agpec
caiiTa.

MonnTop noproB TCPView

TCPView —TI0Ka3bIBAET BCE MIPOLIECCHI, UCITIOJIb3YIOIINE WNurepuer-
coenuHenus.3amyctuB TCPView, MOXKHO y3HaTh, KaKOW MOPT OTKPBIT M KAKOE MPUI0KEHHE €ro
UCTIONB3YeT, a pU HCO6XO,[LI/IMOCTI/I u HeMeI[J'IeHHO paSOpBaTB coeaMHeHue — puc. 17.

-Ioix
Flle Optiors Process View Help

& A

Prace... [ PID [ Protocol [Localaddress [ Locdl Pott Rer «
W avp.exe 832 TCP d 72 Ibein-
W avp.exe 832 TCcP d 1257 Ibvin-
W avpexe 832 TCP d 1306 Ib-in:
Wi avp.exe 832 TCP D 1110

@ firefox.eve 3740 Tcp D 1255 locd
@ firefox.exe D

@ firefox.exe D

@ D

D

& D
@ fiefon ere 3740 TCP D 1277 locad
@ fircfon.cnc 3740 TCP D 1209 locd
@ firefox.exe 3740 TCP D 1266 locd
£ lsass.exe 1348 UpP D isakma
[ lsass.exe 148 upp D 4500
3 svchostexe 1328 TCP D epmap D
[ svchostexe 1460 UDP d ntp
£ svchostexe 1312 upP d 1900
1 svchostexe 1460 uppP D ntp
1 svchostexe 1312 uppP D 1300
— System 4 TCP D microsoft-ds D
— System 4 TCP d netbics-ssn D
— System 4 UDP d netbics-ns

—_ System 4 upbP d netbics-dam

= syetom UpP D microsoft da
l: ymware-authd.. 1432 TCP D 912 D e

< | EiE
4

Encpoints: 139 iEstabk’shec: 23 Listening: 6 Time Whit: 101 \Close Wait: 0




Puc. 17 - I'nagnoe oxno npoepammer TCPView

[IpocMoTpuTE aKTHBHBIE CETEBBIE MOAKIIOUEHHS JoKabHOTO 1K ¢ moMoipio MOHUTOpA
nopToB tpiview. OmpenenuTe MOTEeHIUAIBHO BO3MOXKHBIE Yrpo3bl (KaKue MOPTHI OTKPBITHI, U
KaKue MPUJIOKEHUS UX UCHONB3YIOT). llpu HEoOXOAMMOCTH MOKHO 3aKpBITh yCTAaHOBIIEHHOE
npuioxenueM TCP-coequHeHne uiy nporecc NpaBoid KHONKOM MBIIIH.

Bbinosinenue padoTnbl

H3yuume mamepuan no MOHUMOPUHSY AKMUSBHOCMU U OIOKUPOBAHUIO NOPMOS U
omeemums Ha 0NPOCHL:

1. Kakue Bubl MOHUTOPUHTA Pa0OYHX OIEPaIUii OJIb30BATENS CYIIECTBYIOT?

2. JlaiiTe XapakTEpUCTUKY COBPEMEHHBIM IPOTPAMMHBIM CpPEICTB MOHHMTOPHUHIA
neiictBuii mosb3oBateneil. Kakoe mporpamMmmHOe cpencTBO BbI MOPEKOMEHIOBAIM Obl HamIen
opranuzanuu? [louemy?

3. Kakue ys3sumoctn OC Windows OblITH yCTpaHEHBI B JaHHOM paboTe U KaKUMH
MyTMH?

4. Kak y3Hatp 3akpbIThie TOpThI? Kak OTKpBITH HYKHBIN OPT?

5. Jlist wero ucnonb3yercs nporpamma NetStat Agent? Nmap? TCPView?

2.4. KoMIUIEKT KOHTPOJIbHO — OLIEHOYHBIXCPEACTB TeKYIIero KOHTPOJISAINO

npousBoacTBeHHoM npaktuke 11 07

®opma Tekyuero koHTpoJs:IIpakTuueckas kpanudukanuoHHas paborta: OcyliecTBICHHE
3amMThl HHOpMAIUU B 0a3e JaHHBIX
Tunosoe 3aganue: OcyliecTBieHue 3alUThl HHGOpMaLuU B 0a3e 1aHHBIX
Ycii0BUSI BBINOJHEHHS 33/IaHUSl M MeCTO NPOBeJeHMs: IPOBOAUTCA B HHAMBHIYaJIbHBIX
YCIOBHUAX  JUIA  K&XIOro  O0ydarollerocs, COIJacHO MeCTy TpYyAOycCTpoiicTBa  Ha
IIPOM3BOJICTBEHHOM MPAKTUKE, HA MPEANPHUIATUSAX TOPOJIA, TIPU YCIOBUU HAIWYHS HEOOXOIUMOTO
IPOTPaMMHOTIO U TEXHUUYECKOT0 00ecrieyeHHs Ui € BBIIOIHEHUS.
MakcumasibHOe BpeMsi BbINIOJTHEHHUS 3a/1aHus . 6 yacoB
HHCTPYKIJHUOHHAA KAPTA

MarepuanbHo - TeXHMYecKOe OCHalleHHe: pabouyee MmecTo, ocHameHHoe [IK;
HeoOXxonuMoe TporpaMmHoe oOecrieueHue; Internet-cepep co ckopoctbto 512 Kbur/cex u
BBIIIIE.
XapakTep BbINOJHeHUs] Pa00ThI: 00yJaromuecs BHIIOIHIIOT padoTy HHIAUBUYaIbHO

ITocsienoBaTeIbHOCTH TEXHOJIOTHYECKUX ONepanui

3HAKOMCTBO C JIOJDKHOCTHOM MHCTPYKIIMEN COTPYIHUKA, IPABUIIAMH TEXHUKH
0€30MacHOCTH U CAaHUTApPHBIMU HOPMaMHU Ha paboyeM MecTe.

YcTaHoBieHUe Maposis Ha JII00YI0 U3 CO3/IaHHBIX BaMU 0a3 AaHHBIX. [l 3TOTO 3aKpoiite
cBoto b/l, He BbIxoas U3 Access, 3aTEM CHOBA OTKPOUTE ee, IENKHYB B OKHE OTKpbITUS B/
crpaBa oT KHOIIKU OTKpBITH U BeIOpaB «MonononbsHo». OTkpeIB B/1, B MeHto CepBuc BbIOepuTe
3amath Maposib U CIEAyUTE JATbHEHIITNM yKa3aHusIM Access.

CHsTHE aposis MOKHO, CHOBa OTKpbIB b/l MOHOMOIBHO 1 BBIOpaB B MeHI0 CepBUC Y TAINTh
napoiib. EcTecTBeHHO, Mepe/1 yiaieHueM MmapoJis CUCTeMa MoTpedyeT BBECTH €T0, YTOOBI HUKTO,
KpOMe Bac, He CMOT IMIPOMU3BECTHU 3Ty ONEpalHio. Y AaauTe Napoib co CBOeH 0a3bl JaHHBIX.

Y coBepiIeHCTBOBAHNE 3aALIUTHICPEICTBAMUIIONIEPKKH paO0UHX TPYIII, BEJCHHUS YUETHBIX
(perucTpaoHHBIX ) 3aMUCe, 3aJaHUs TIPaB BIAJeHUA U MpaB jocTyna. C HOMOIIBIO CPEACTB
3alIUThl MOKHO YKa3aTh, KaKue onepanuu no oopadorke o0bexkToB b/l pa3zpemiaercs: BBINOIHSTD
10JIB30BATENI0 WM TPYIIIE NoJb30BaTenel. O Kax10M MOIb30BaTENE WIH IPYIIIE BELYTCS
YUETHBIE 3aMHUCU C YKa3aHUEM IpaB JOCTYIIA.

[IpakTuyeckue 3axaHus
1. Tlocne Toro, Kak KOMITBIOTEP MPOPAdOTAET JOCTATOYHO JOJITO VISl CO3aHUSI TEHEBBIX
KOIHA, OTKpOTE B MpoBoiHUKE Windows mamnky, B KOTOpOil HMeeTcs HECKOIBbKO (haitios.



2. lllenkHuTe ManKy MpaBoi KHOMKOM MBIIIN U BEIOEpUTE MMYHKT BOCCTaHOBUTH MpEabIAYIINE
BEPCHH.

3. JIBaxIbI IEJIKHUTE JTI00YI0 BEPCHIO U3 IIEPEUHCICHHBIX B criucke Bepcuu mamnku.
OTKpoeTcs HOBOE OKHO MPOBOJIHUKA, B KOTOPOM OyIyT MOKa3aHbl Bce (hailiibl B Manke Ha TOT

MOMCHT BPEMCHHU.

OOpaTtuTe BHUMaHKE, YTO J1aTa ¥ BpeMs MpeblayIiei Bepcun (ailyioB MOKa3bIBaeTCs B
0JI€ HABUTALIMK B BEPXHEU YaCTH OKHA MTPOBOJIHUKA.

(DYHKI_II/IIO TCHCBOI'O KOIMUPOBAHUA MOKHO TAKKC BKIIFOUUTH JJIA J1I000r0 BHEILIHETO
TOMA, MIOAKIOYCHHOI'O K KOMIIBIOTEPY.

Bxurouenue ¢yHKIIMM TEHEBOTO KOMUPOBAHUS JJIsl BHEIIHETO TUCKA
1. OTkpoiiTe naHen b yrpaBieHUs.

2. H_IGJ'IKHI/ITe 3HaA4Y0K CI/ICTeMa, B JICBOM MaHEIU BBI6€pI/IT6 I[OHOJ'IHI/ITGJ'IBHBIC napamMeTpbl CUCTCMBI.

CeoiicTea cucremsl &
Wma komnbloTepa I O6opyaosaxme ] LononHmTensHo
3awmra cucTemsi YaaneHHoe nenons3osaHue

Z7)  Toukn BOCCTEHOBNEHMA MOXHO WCNONL30BATE ANA OTMEHB!
A ngxqgg'rennnalx NSMEHEHWUA CUCTEMBI. LK < 2
‘ - mexe?

Boccranosnerme cucTemsi nomoraeT 1'§77 )
BOCCTaHaB8MMBaTb CUCTEMHDBIE P3ANbI HA 3TOM oo oo i)
KOMNBIOTEPE K paHes COXPIHEHHOMY COCTORHMIO

ABTOMATUNECKNE TOUKM BOCCTEHOBNEHNA
ABTOMETVNECKM CO3ABBATE TOUKM BOCCTAHOBNEHNA Ha BbIBPEHHLN

MACKEX!
LocTynHbie amckn MocneaHAR Touka Bocc.
RECOVERY Het
V] &L, NokansHsm ek (C:) (Cucrema)  31.05.2009 22:33:54
i Nokanssem anck (D) Her

Moxr0 COSAaTL TOYKY BOCCTAHOBNEHURA ANK l
BLIGPAHHLIX QCKOB NPAMO Cefvac.

e [ —

Cospam...

Pucynox 2 — 3awyuma cucmemot (3kpannasn konus)

3. B oTkpbIBIIEMCS] OKHE BBIOEpPETE BKJIAJIKY 3alUTa CHCTEMBI.

4. B ciucke JlocTynmHbIE TUCKH YCTAHOBHUTE (PIIAXKOK JJIS IUCKA, KOTOPBIN TpeOyeTcst
3aMIUTUTH C TOMOIIBIO (DYHKITUU TEHEBOTO KOMUPOBaHUs, M HAXXMUTE KHONKY OK.

PoauTeabckuii KOHTPOJIb

HpI/I nmomMomu poAUTCIILCKOIO0 KOHTPOJI MOXHO HA3HAYWUTh BpPEMsA, KOorga ACTU MOTYT
IMMOJIB30BAThHCA KOMIIBIOTCPOM, OINPEACINTh, KaKUMHW HIPAaMH MW IporpaMMaMu OHHU MOTYT



IIOJIB30BAaThCA U KaKHUC B66-y3JII>I nocemaTh.

. OrpaHudeHue BpPEMEHHU, IPOBOAUMOrO PEOCHKOM 3a KOMIBIOTEPOM. MOXKHO
OTPaHUYUThH BpEMsl, B T€UYEHHE KOTOPOIO JETSM pa3pellieH BXOJ B CUCTEMY. JTO HE MO3BOJIUT
JETSIM BXOJUTh B CUCTEMY B TEUEHHE OIPEAEIECHHOr0 NEpHoAa BpeMEHU. MOKHO yCTaHOBMTH
pasHble pa3pelieHHbIC Yachl JOCTYMHA Ul KaXKAOro JAHsA Hexenu. Eciu B MOMEHT OKOHYaHUs
pa3pelICHHOr0  MEpUOoAa BPEMEHM OHM  PabOTalOT 3a KOMIBIOTEPOM, HPOUCXOAUT
aBTOMATHUYECKHUI BBIXO/ U3 CUCTEMBI.

. VYcraHoBieHHE 3ampeTa Ha JOCTyN J€Ted K OTHCIBHBIM HUrpam. MOXHO
KOHTPOJIMPOBATh JOCTYIl K WIpaM, BBHIOMpATh JOMYCTUMYIO BO3PACTHYIO OLEHKY, BBIOMpPATh
THUIIBI COJIEPKUMOI0, KOTOpBIE ClIeyeT OJOKMPOBATh, U YCTAHABIMBATh pa3pelIeHUE WK 3arpeT
Ha JOCTYI K OT/AEJIbHBIM UIPAM.

. OrpannueHue akKTUBHOCTH jerei B MHTepHeTe. MOXXHO OTpaHUYUTh KPyT BeO-
y3JI0B, IOCTYIHBIX JJIs JIETEH, TPOBEPATHh BO3PACTHYIO OLIEHKY, 3aIPETUTh UM PA3pEIIUTh

3arpy3Kky (aiiaoB, onpeaesuTh, Kakoe COAEPKUMOoe (PUIBTPHI JOJKHBI pa3pelaTs 1
0J10KkMpOBaTh. MOKHO TAK)K€ 3aIIPETUTh WIIM Pa3pEIIUTh TOCTYII K OTJEIbHBIM BEO-y3/1aMm.

. YCTaHOBJIEHHE 3alPETOB HAa MCIIOJB30BAHUE JETHMH OTAECIBHBIX IMPOTPaMM.
Moxuo
3alpPETUTh JIETAM JOCTYII K ONPEACIICHHBIM [TPOrpaMMaM.

[Tocre HACTPOWKH POJUTEIHCKOTO KOHTPOJIS MOXHO YCTAaHOBHTH BEJECHHE OTYETOB O
paboTte peOCHKA 32 KOMITBIOTEPOM.

Bpanamaysp Windows B pexxnMe nNoBbIIIEHHOH 0€3011aCHOCTH

Bpanamaysp Windows B pexxumMe moBblieHHO# 6e3omacHocTy B Windows 7 u Windows
Server 2008 npexacrasiser co00il UHAMBUAYAIBHBIN OpaHAMayd3p C OTCIEKUBAHUEM COCTOSIHMUSI,
KOTOpPBI (DUIIBTPYET BXOAALIME W HUCXOISINUE IOAKIIOYEHHS C YYEeTOM HacTpoeK. XOTs
MOJIb30BATENM JUIsl HacTpoiiku Opanamayspa Windows mpumensitor nporpamMmy "bpanamaysp
Windows" Ha maHenu ymnpaBiieHUs, Ui Oojiee paclIMpeHHOM HACTPOWKM Temepb UCIOIb3YeTCs
ocHacTka KoHcoiu ympasieHus (MMC) non nazBanuem bpannmaysp Windows B pexume
NOBBIIIEHHONH 0e30macHOCTH. DJTa OCHACTKAa TNPEAOCTAaBISET HE TOJIbKO HHTepdeiic s
JIOKaJIbHOM HacTpoiiku Opanamayspa Windows, HO U uHTepdeiic 1 HacTpoiiku OpaHIMayspa
Windows Ha ynaleHHBIX KOMITBIOTEpPAaX W C IMOMOINBIO TPYNIIOBOW MONUTUKU. [lapamerps
OpaHziMayspa Ternepb HHTEIrpUPOBaHbI ¢ napamerpamu [Psec, uro obecrieunBaeT onpeaeaeHHYIO
CTETeHb B3auMoJielicTBHs: Opanamaysp Windows MOXKeT Terneps paspemars Tpaduk ¢ ydeToM
pe3yibTaToB cornacoBanus [Psec.

bpanngmaysp Windows B pexume TOBBIIIEHHON 0€30MaCHOCTH  MOJJIEPKUBACT
pasnuyHble NMpo(UIM UIs CIy4aeB, KOTJa KOMIIBIOTEpPBI SBISIOTCS YJIEHAMHU JIOMEHa WU
MOJIKJIFOUEHBI K YaCTHOM MM MyOianuHoM cetr. OH Takke MOAJEpKUBAET CO3JaHNe IPABHIL JUIS
OpPUMEHEHHUs MOJUTHK M30JIIMU cepBepa U JoMeHa. bpannmaysp Windows B pexume
MOBBIIICHHOW 0€30MacHOCTH MOJAEpKHUBAeT Oosiee MOAPOOHBIE MpaBUiia MO CPAaBHEHUIO C
npeabIAYIIUMU BepcusiMu Opanamayspa Windows. [IpaBuna Tenepb BKIIOYAIOT MOJIb30BaTENIEH
u rpynmsl B Active Directory, ncxoansie u koHeunbsle [P-anpeca, Homep IP-mopra, mapameTpsl
ICMP, napametpsl [Psec, onpenenennble THIIBI MHTEP(HENHCOB, CIy>KObI 1 MHOTO€ JIPYToe.

HoBble 1 ynydnieHHbIE KOMIIOHEHTHI:

Wurerpanus IPSec;

PacimpenHslif 00xX0/1 ¢ MPpOBEpKON MOITTMHHOCTH;

CereBble OrpaHHUYEHHS B OTPAHUYEHHOM pekuMe padoThl ciyk0 Windows;



[ToapoOHbie mpaBuIa;

OubTpalys UCXoAA1Iero Tpaduka;

[Tpodwin, yauThIBatOIIE PACIIONOKEHUE B CETH;

[Toanepxka monp30BaTese, KOMIBIOTEPOB U Ipyn Active Directory;
[Tonnepxka IPv6.

IIndposanue nucka BitLocker

udposanue nucka BitLocker — 3T0 HOBas mHTerpaibHas (QyHKIUS 0E30MaCHOCTH,
oOecrieunBaromasl JOCTATOYHYIO 3allUTy aBTOHOMHBIX TaHHBIX W ONEPAIlMOHHOW CHUCTEMBI
kommbioTepa. BitLocker rapanTupyer, 4YTO JaHHbIE Ha KOMIIBIOTEPE HE MOJBEPTHYTCS
BMEIIATEIBCTBY IPH ABTOHOMHOH paboTe YCTaHOBJIEHHOH ONepalmoOHHON CUCTEMBI.

udposanne mucka BitLocker pabortaer ¢ moBepeHHBIM IUIATGOPMEHHBIM MOJIYJIEM
(TPM), mmdpys Bech ToM Windows, 3apaHee oOecnedmBas IEJIOCTHOCTh KOMIIOHCHTOB
3arpy3ku u 3amuty ganHbix. [udpoanune nucka BitLocker mpennasnaueHo nnst ycTpaHeHUs
npoOJeM T0JIh30BaTENs BO BpEMs 3allycKa CHCTEM C COBMECTUMBIMH MHKpocxemod TPM u
BIOS.

TPM Bepcun 1.2 ¢ coorBerctByronmMu Moaudukanusmu BIOS (g noanepxku
CTaTUYECKOTO KOPHEBOI'0 OOBEKTa M3MEpPEHMs YPOBHS JOBEpHUs IO omnpeneneHuto rpymmsl Trusted
Computing Group) HeoOXoauM A XpaHEHHUs Ha KOMIbIOTepe Kitodyei mmudposanus. OgHako
muppoBanue aucka BitLocker MoXHO HCIONIB30BaTh M HA KOMIIBIOTEPAaX 0€3 COBMECTUMON BEpCUH
TPM. Kmroun mmudppoBanus xpansarcs Ha USB  ¢umdm-namsatu Ui OpOBEpKH MOUIMHHOCTH
N0JIb30BATEINS BO BPEMs 3aITyCKa.

Cayxk0bl J0BEPEHHOI0 IJIAT(GPOPMEHHOT0 MOAYJIs

Cayx06b1 moBepenHoro riatdgopmennoro moxayist (TPM) — 3To HOBBIN HabOp CpPeNCTB ITOM
Bepcun Windows, HMCIIONIB3yeMBIH Ui aIMUHHCTPUPOBaHUs o0OopynoBaHus OezomacHoctu TPM
KommbloTepa.  Apxutekrypa ciayx0 TPM  obGecneunmBaer  uH(pacTpykTypy  ammapaTHO
peann3oBaHHON 0€30IaCHOCTH, MPEAOCTaBIss IOCTyN U obecrneunBas ooumii qoctyn k TPM Ha
YPOBHE NPUWIOKEHUH. DTO O3HayaeT, 4ToOOIIMH JOCTYN Ha ypOBHE MPUIOKEHUH MOXKET ObITh
BCTPOCH TMpHU  pa3pabOTKe TMPOrpaMMHOTO OOECleUeHUss U YTO  CIYKObI  MOKHO
a/IMUHUCTPUPOBATh Yepe3 rpaduueckuii nuuTepdeiic nompzonBares.

I'pynnoBbie NOJINTHKH

I'pynmoBass monuTuka — KIIIOYEBOW MEXaHM3M YIPABIEHUS HACTPOMKAMU BHYTPH
Windows. D10 He Tak NMpOCTO, MOCKOJIbKY pAcCHIMpEHUE IMOJUTUK MPUBOJUT K YBEIUYEHHUIO
qrclia MapamMeTpoB, C YBEIHMUEHHUEM YHUCIa TapaMeTPOB PaCHIMPSETCS BHIOOP, a ¢ pacuIMpeHueM
BBIOOpA PACTET CIOKHOCTh. YIIYUIIEHUs B KOHCOJHU YIPABJICHHS TPYIIIOBON nmonuTukoi (Group
Policy Management Console, GPMC) Windows Server 2008 oTyacTH KOMIIEHCUPYIOT POCT
CJIO’KHOCTH.

[Tpouzonun BakHbIE H3MEHEHHSI B HEKOTOPBIX CKPBITHIX OT IOJIb30BaTelNsi KOMIOHEHTaxX
rpynmoBold monuTukd. CaMoe TJIaBHOE, YTO MEXaHW3M TPYNIOBOW TOJWTHKH BBIBEICH W3
cucrteMHoro npouecca Winlogon, B koropoM oH ¢yHKIMOHHpoBai HaunHast ¢ Windows 2000, B
cobctBeHnyro cimyk0y Group Policy Client. Group Policy Client — Hemepeszamnmyckaemas ciryx0a
B Windows 7 u Windows Server 2008, koTopasi BbIIOIHAET 00pabOTKy I'pYNIOBBIX MOJUTHK.

N3menuncs mporecc OOHApYyKEHUS MEJICHHBIX JHUHUN. B TpynmoBoil MOIWTHKE
UCTIONB3YETCsl HOBast Bepcus mpoaiinepa Network Location Awareness (NLA), moctaBnsiemas ¢
Windows 7 u Server 2008. NLA npoBepsieT 1OCTYmHOCTh KOHTpOJUIEpa JIOMEHa M B cllydae
ycrexa OIpeaeNsieT CKOPOCTh CETEBOrO KaHala MEXAY KIMEHTOM M KOHTposuiepoM. IIpu stom
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UCTIOJIB3YIOTCS HaJIeKHBIE TIPOTOKOJIBL, TAKKE KaK yJaneHHbli Be130B nporenyp (RPC).

Hapsiny ¢ Oosiee TOYHBIM OOHaApy»XE€HHEM MEIJICHHBIX JUHUK, cioyxoa NLA
HCIIOJIB3YCTCSA B MCXAHU3MC I‘pyr[HOBOf/'I NOJMTUKU [JI1 COBCPHICHCTBOBAHUA IIpoLCCCa
OOHOBJICHHSI TPYIIIOBOW TIOJUTUKA

B (oHOBOM pexume. Ecnu KOMITBIOTEp C OJHON U3 HOBBIX BEPCHUUH OMEPAIMOHHON CHCTEMBI
IBITaeTCs OOHOBUTH IPYIIIOBYIO MOJIUTUKY B (DOHOBOM PEKHMME U HE MOXKET 3TOT0 ClieiaTh U3-3a
HEJOCTYITHOCTH KOHTPOJIJIEpAa JIOMEHA, TO IIOCJIE BOCCTAHOBJIEHHS CBSI3U KJIMEHT 3alyCKaeT
¢boHOBOE OOHOBJIEHHWE TPYIIOBONW TOJUTUKH Cpa3y e Iocie Toro, Kak ciyk6a NLA
00Hapy>XHBAET KOHTPOJLIEP.

B Windows 7 u Windows Server 2008 wusmenuics ¢opmar aJIMUHUCTPATHBHBIX
mabsoHoB, uau ADM-daitnoB. ADM-daiinsl co31al0T mapaMeTphl MOJMTHKH, 0TOOpakaeMbIe B
y3nax Administrative Templates B penakrope GPE. ADMX-daiinsl B Windows 7 urparot Ty xe
posib. Mexny ADM u ADMX cyiiecTByeT MHOrO pa3iuyuil. ['JTaBHOE M3 HUX — XPaHECHUE;
ADMX-aiinbl HAX0AATCA B IEHTPATBHOM XpaHWIUIIE, a Takue ke ADM-daiinbl pazmemaroTcs
B KakoM GPO Ha kax10M KOHTpoJLIepe JOMEHa.

B nononHenue k OCHOBHBIM U3MEHEHUSM IpynnoBoil nonutuky B Windows 7 u Server
2008, Microsoft mo6aBuia psi HOBBIX BO3MOYKHOCTEH HACTPOUKH.

NMmeromuecs NpuHTEpHI;
VYrpaBieHue 3HEPronoTpedICHHEM;
Hosrle moauTuku 6€301acHOCTH,
OrpaHuydeHust st yCTPOMCTB.

BoinosiHenue padoTsbl
HS’yW/IWIb cucmemy 3auiumal Windows u omeemumu na e6onpocsl.

. Ilepeuncnure 3a1a4u CUCTEMBI O€30M1ACHOCTH.

. Ilepeuncnure OCHOBHBIE MHCTPYMEHTHI 3amuThl Windows 7.
. Onuumre npuHmn padote! 3amuTHrka Windows.

. Onummre npuHuun padbotsl KoHTposis yueTHbIX 3anucei.

. OnumTe TpUHIMI pabOThl YTUIUTHI ApXUBAIIMHA U BOCCTAHOBJICHUSI.
. Onuumre TpuHIMI paboThl YTUIMTHI POJUTEIBCKOIO KOHTPOJISL.

. Onumure npuHuun padotsl OpanaMayspa Windows.

. Onuumre npuHun padotel mmdposanus aucka BitLocker.

. Onumute npuHIUI padoThl City)0bl JOBEPEHHOTO IIAT(HOPMEHHOTO MOIYJIS.
10.

Yto Takoe rpynmnoBbIe MOJIUTHKHU?

2.5 KoMIIeKT KOHTPOJIbHO OIIEHOYHBIX CPeACTB, ISl MPOBEAEHHs JK3aMeHa
(xBanM(puKANMOHHOI0) MO NPO(PECCHOHATBLHOMY MOXYJII0
®dopMa TeKYIIero KOHTPOJIsi:9K3aMEeH KBaTH(PUKAIIMOHHBIH
TunoBoe 3aJaHMuE: OTBETHI Ha BOIIPOCHI
YcaoBusi BLINOJTHEHUS 3aJaHUsA: BBINIOJHACTCA MHANBUAYAJIBHO
Mecto npoBenenusi:nadoparopusi«lIporpaMmmupoBanus u 6a3 JaHHBIX)»
MakcumajabHoe BpeMs BBINNOJIHEHUS 3aJaHUA ! 6 yacoB
Kpurtepumn ouenox

OneHka «2» BBICTABISIETCA CTYAEHTY, OOHApY>KUBIIEMY CYIIECTBEHHbIE MpPOOEsl B
3HAHUAX OCHOBHOIO Y4e€OHO-IPOrPaMMHOIO MaTepuaja, IOMYCTHUBIIEMY NpPUHIMIINAAIbHBIC
OLIMOKH B BBIIIOJHEHUH MPEAYCMOTPEHHBIX TPOrpaMMO 331aHUH; AaBIIEMY OTBET, KOTOPBINA HE
COOTBETCTBYET BONPOCY IK3aMEHAIIMOHHOTO OnIIeTa.

Onenka «3» BBICTABISIETCSA CTYJCHTY, OOHApPYXKHBILIEMY 3HAHHE OCHOBHOIO Y4eOHO-
MPOTrpaMMHOTO MaTepuaja B 00beMe, HeOOXOAMMOM JUIsl JaidbHEHIel y4eObl U TpeacTose



paboThl MO mpodeccuu, CIPaBIAIOLUIEMYCSI C BBIIOJHEHUEM 33JaHUM, NPETyCMOTPEHHBIX
IpOrpaMMOif; ONMyCTHBIIEMY HETOYHOCTH B OTBETEe, HO OONaJaonMMU HEOOXOANMBIMH
3HAHUSMH JUIS UX YCTPAHEHUS MO PYKOBOJCTBOM IPENoaBaTesl.

Ouenka «4» COOTBETCTBYET CIENyIOUIed KAa4eCTBEHHOW XapaKTEPHCTUKE: «H3JI0KEHO
IpaBUWJIBHOE [TOHUMAHUE BOIPOCA, AAHO JOCTATOYHO MOAPOOHOE OMMCaHME NPEIMETa OTBETA,
NPUBEICHB M PACKPBITBI B TE3UCHOM (OpME OCHOBHBIC TOHSTHS, OTHOCSIIHECS K NPEIMETY
0TBeTa, OUMIMOOYHBIX MOJOXKEHUW HeT». BbIcTaBisercs CTyneHTy, OOHApy>KMBIIEMY IOJTHOE
3HaHKE y4eOHO-TIPOrpaMMHOI0 MaTepHaia, IPaMOTHO H I10 CYIIECTBY OTBEUYAIOIIEMY Ha BOIPOC
Ounera W HE JONYCKAlOUIeMy IPH OSTOM CYIIECTBEHHBIX HETOYHOCTEW; IIOKa3aBILEMY
CHCTEeMaTHUYECKHI XapaKTep 3HAHWH 10 JUCHUILIMHE U CIIOCOOHOMY K HX CaMOCTOSTEILHOMY
MIOTIOJTHEHHUIO U OOHOBJICHHUIO B X0/1€ AaJbHEUIIeH yueObl U Mpo(ecCHOHANBHOM e TETbHOCTH.

OueHka «5» COOTBETCTBYET CIeENyoUleldl KaueCTBEHHOW XapaKTEPUCTUKE: «H3JI0KEHO
NpaBWIbHOE IMOHMMaHUE BONpPOCa W JIaH HCYEPNBIBAIOIIMKA Ha HEro OTBET, COJepiKaHue
PACKpBITO TIOJNHO, MPO(ECCHOHATBHO, TPAMOTHO». BBICTAaBISETCS CTYOSHTY, YCBOHMBIIEMY
B3aMMOCBSI3b OCHOBHBIX MOHATHH AUCHUILIMHBI B X 3HAYCHHUH JUIs1 IproOpeTaeMoil mpodeccun,
NPOSIBUBLIEMY TBOPYECKHE CIIOCOOHOCTH B TIOHUMAHHH, U3JI0)KEHHH M MCIIOJIb30BAHIH Y4eOHO-
IPOTrPaMMHOT0 MaTepuana; OOHapyKUBIIEMY BCECTOPOHHEE CHCTEMAaTHYECKOE 3HAHHE y4eOHO-
POrpaMMHOTO MaTepualia, Y4eTKO U CaMOCTOATENFHO (0e3 HaBOISAIIMX BOIIPOCOB) OTBEYAIOLIEMY
Ha BOIPOC OWIIeTa.

HHCTPYKIJHUOHHAA KAPTA

MarepuaibHO - TeXHMYecKoe ocHameHne: O00py/J0BaHNE U TEXHUYECKUE CPEACTBA YUeOHOIO
KabuHeTa u pabounx mectiaabopatopun «lIporpammupoBanus u 06a3 JaHHBIX»
XapakTep BbINOJHEHHS] Pad0ThI:00yJaroNIHecs BBIIOIHSAIOT padoTy UHIUBHIYIEHO

IlepeyeHnb BONpOCOB /i1 MPOBeIeHHs IK3aMeHa
OO0s13aHHOCTH aAMUHMCTpATOpa 0a3 JaHHbIX.
OcCHOBHbIE YTHUJIMTHI aIMUHUCTPATOpa 0a3 JaHHBIX.
Pexumbl 3ammycka 1 ocTaHOBKa 0a3bl JaHHbBIX.
ITonp30BaTenu U cxeMbl 6a3bl TaHHBIX.
[IpuBunernmn, Ha3HaYEHUE TPUBUIIETHM.
VYnpasieHue nonb30BaTeNsiMu 0a3 JaHHBIX.
Tabnuunble mpocTpaHCTBa U (aliIbl JaHHBIX.
Mopnenu v TUTIBI JAHHBIX.
CxeMbl 1 OOBEKTHI CXEMbI JaHHBIX.
0.  bBnoku 1aHHBIX, SKCTEHTHI CETMEHTHI.
1. CTpyKTYpbl HaMsITH.
12. OpHompoleccopHbIE U MHOTOIIPOLIECCOPHBIE 0a3bl TaHHBIX.
13. Tpan3zakiuu, OJOKUPOBKU U COTJIACOBAHHOCTH JaHHBIX.

RBoOoo~NoOwNE

14.  JKypnan 6a3bl JaHHBIX: CTPYKTYpa U Ha3HadeHHE (DaiiIoB KypHaa, yrpaBieHUe
NEPEKIIIOUYEHUSIMU U KOHTPOJIBHBIMHA TOUYKAMH.

15. CrnoBaph TaHHBIX: HA3HAYEHUE, CTPYKTYpa, MPe(UKCHI.

16.  IlpaBuuna [leiita.

17. [TonsiTue ceprepa.

18.  Knaccuduxamus cepBepos.

19.  IlpuHuunsl pa3aeneHus MeX1y KIMEeHTCKIMH U CEPBEPHBIMU YaCTSIMH.
20. Tunosoe paznenenue QyHKIHIA.

21.  IIpoTOKOIBI yAAJIEHHOTO BBI30BA MPOLENYP.



22.

TpeboBanust Kk anmapaTHHIM BO3MOKHOCTSIM U 6a30BOMY IPOIPaMMHOMY

00ecre4eHHIO KIIMCHTOB 1 CEPBEPOB.

23.
24,
25.
26.
27.
28.

XpaHUMbI€ TPOLIETYPHI U TPUTTEPHI.

XapaKkTepuCTUKU CEpPBEPOB 0a3 TaHHBIX.

MexaHu3MBbI JOCTyIA K 0a3aM JaHHBIX.

AmnmnapatHoe obecrieueHue.

bank maHHBIX: cOCTaB, CXeMa.

TexHonorus ycTaHOBKH M HacTpoiika cepsepa MySQL B onepaiimoHHON cucreme

Windows. KiimeHnTckue HacTOMKH, TPOTOKOJIMPOBAHKE, 6€301aCHOCTb.

29.

TexHosiorus ycTaHoBKM U HacTpoiika cepsepa MySQL B onepaiimoHHbIX

cucremax Linux.

30.

31.

VY naneHHoe aAMUHUCTPUPOBAHHUE.

Aynut 6a3bl JaHHBIX. AyAUTOPCKUM )KypHaJl. Y CTaHOBKA ONIUHI, BKIIOYEHHUE U

OTKJIFOYCHUC ayauTa. OuncTka u YMCHBIICHUC PA3MCPOB KYypHaJa.

32.

TexHomoruu co3nanus 0a3pl JaHHBIX ¢ IpuMeHeHUeEM s3bika SQL. JloOaBieHwue,

YAAICHHUEC JaHHBIX U Ta6JH/III.

33.
34.
35.
36.
37.
38.
39.

40.

Co3maHue 3anpocoB, MPOLEAYp U TPUTTEPOB.

Junamuueckuit SQL u ero onepaTopsl.

OcobeHHocTr 00pabOTKH TaHHBIX B 00 BEKTHO-OPHEHTUPOBAHHBIX 0a3ax TaHHBIX.
HNHcTpyMeHTh MOHUTOPUHTA HATPY3KH CepBeEpa.

3akoHonatenscTBO Poccuiickoit deneparyy B 001aCTH 3aUThl HH)OPMAITHH.
TpebGoBaHus 6€30MaCHOCTH K cepBepaM 0a3 JaHHBIX.

Kitacces! 3amutsl.

OcHOBHBIE TPYMITBI METOJOB MPOTUBOCHCTBUS YyTpo3aM 0€30MaCHOCTH B

KOpPIIOPAaTUBHBIX CCTSX.

41.
uH(pOpMaLIHH.

42.
43.
44,
45,

46.

HpOFpaMMHO'aHHapaTHLIC MCTObI 3alllUTHI ITpo1ecCa 06pa6OTKI/I u nepeaain

[TonuTuka 6€30MacHOCTH, HACTPOIKA MOJTUTHKN O€30MaCHOCTH.
Buns HencnipaBHOCTEH CHCTEM XpaHEHUS JaHHBIX.

Y TUIUTEI pe3epBHOIO KOMMPOBAHMUSL.

BoccranoBnenue 6a3bl JaHHBIX: OCHOBHBIE allTOPUTMBI U ITaIlbI.

Boccranosnenue Hocuteneil. Boccoznanue yrpaueHHbIxX (aitnos. [TonHoe

BOCCTaHOBJICHHE. HemonHoe BOCCTaHOBIICHHE.

47.
48.
49.
50.

51.

MOHMTOPHUHT aKTUBHOCTH U OJIOKUPOBAHUE.
ABTOMaTH3UPOBAHHBIE CPE/ICTBA AYIUTA.
Bpanamayspbl, BUIbI 3aIIUTHI.

YpOoBHHU KauecTBa NPOrpaMMHOMN IPOAYKIIHH.

TpeboBanust K KOH(UTYpAILIMH CEPBEPHOr0 00OPYIOBAHUS U JIOKAJIBLHBIX CETEH.

Odopmnenue TpedoBaHUIA.



52.

53.

Texunueckoe 3aJaHue.

OObekThl HHGOPMATH3AIUH, TPEOYIOIHE 00s13aTEIIBHON cepTUhUKALINN

IIporpaMMHBIX CPEACTB U obecreyeHus.

54.
55.
56.
57.
58.
59.
HIOMOIIBIO

Ceprudukatsl 6€30MaCHOCTH: BUBI, PYHKIHH, CPOK JICHCTBHSL.

[TpoBepka Hanmuus cepTudukara O€30MacHOCTH.

Cuctemsl ceprudukanuu. [Iponenypa ceprudukanuu.

[Tnardopmsbl u nentpsl ceprudpukamun. Ceprudukar pazpadorumka.

[Iporecc noamnucu ¥ MPOBEPKH KOJa.

SSL ceptudukar: conepxxkanue, opMUpOBaHUE 3aIIPOca, MPOBEPKA JTaHHBIX C

CEPBHCOB.



ATTECTAIIMOHHBIN JIUCT IO MPAKTUKE
oOyuaromuiics (asics) Ha Kypce no cnenuanbHoctu CITO

(@1.0)
YCHEIIHO MpoIe(a) MPOU3BOJCTBEHHYIO MPAKTUKY 10

(xox, HaUMEHOBaHHUE)

npodeccuoHaTbHOMY
MOLYJIIO
( Haumenosanuenpopeccuonanrbro2o Mooys)
B 00bEME 4acoB C 20 1. o «__» 20 1. B OpraHaszaunuu

(Haumenosanue opeanuszayuu, ropuduyeckuti aopec, menegom)

Buabl M kayecTBO BbINIOJTHEHHS paﬁoT

Buabl u 00beM padoT, BINOJHEeHHBIX oOydaromuMcs | KayecTBo BbINOJHeHUs] paGoT B COOTBETCTBMM € TeXHOJIOrHedl W (MJIM) OlleHKA
BO BpeMsl IPaKTHKHU Tpe0OBaHMAMU OPraHU3ALUHU, B KOTOPO# MPOX0AN/Ia NPAKTUKA

XapakTepucTHKA YueOHOH U mMpodeccHoHANBLHOMN AeITeJIbHOCTH 00y4alolerocsi BO BpeMsi NPOU3BOACTBEHHON NMPAKTHKHA

Hara 20 T. [Toanuck pykoBOAUTEISI TPAKTUKHU ®OUO, noMKHOCTD

[Tonnuck, neyaTh OTBETCTBEHHOTO JIMIIA OpraHu3aluy (6a3bl MPAKTUKH) OUO, N0IKHOCTh




OLEHOYHAS BEJOMOCTS 110 IPO®PECCUOHAJIBHOMY MOAYJIIO

KOJl 1 HANMEHOBAHHUE MPO(ECCHOHAIEHOTO MOTYJIS

no crenuaibuoctu CIIO

(xo1, HaMMEHOBaHNE)

®UO obyuaromerocs

Kypc I'pynma

Komungectso yacos I[IM Cpox ocBoenus [IM

Pe3ynbraThl TEKyIIEro KOHTPOJIS U MPOMEXKYTOYHON aTTeCTalluu 10 MPo(eCcCHOHATBHOMY

MOJTYJTIO

DneMeHTBl MOJYJIs
(kom u @dopMBI TEKYIIErO KOHTPOJIS U
HaNMEHOBAaHHE MPOMEKYTOYHOU aTTeCTAIlU

MJIK, KO IpaKTHK)

OueHka

MJIK

MJIK

VII

I1IT

IIM

Koanl

nposepsieMblx | HaumeHoBaHue 001IMX U IPO(eCCHOHATBHBIX KOMIIETEHIM

KOMIIeTeHIU I

Onenka
(ma / Her)

Pe3ynbprar OLICHKHU:
BU/J] PO ECCUOHATBHOMN AEATEIbHOCTU

(ocBOEGH/HE OCBOEH)
[IpenonaBarens: (®.1.0.)

IIpencenarens koMuccHU: (®.1.0.)
UsieHbl KOMUCCHH: (®.1.0.)
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